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Abstract—This paper presents a comprehensive survey of
security and privacy challenges in Sixth-Generation (6G) and
future communication networks; moving beyond fragmented
standards and technology-specific studies to deliver a cross-layer
analysis of evolving threats and countermeasures. Unlike previous
generations, 6G will integrate diverse enabling technologies such
as Reconfigurable Intelligent Surfaces (RIS), Joint Sensing and
Communication (JSAC), Non-Terrestrial Networks (NTN), and
Al-native architectures, significantly expanding the attack surface
of communication networks. We examine vulnerabilities due to
new enabling technologies, new architectural features, and new
applications which are expected in 6G networks, and highlight
risks including adversarial machine learning, software supply-
chain attacks, privacy breaches, and quantum-era threats. By
synthesizing insights from cutting-edge research literature and
standardization/pre-standardization bodies such as 3GPP, ETSI,
ITU, IETF, O-RAN Alliance, AI-RAN Alliance, we develop a uni-
fied threat taxonomy and map emerging solutions, including zero-
trust frameworks, blockchain-based authentication, quantum-
safe cryptography, and privacy-preserving edge intelligence. This
survey offers researchers and practitioners a holistic foundation
for designing secure-by-design, resilient 6G architectures that ad-
dress interdependent, multi-layer risks in future hyper-connected
ecosystems.

Index Terms—6G Networks, Security, Privacy, Future Com-
munication Networks, Standards

I. INTRODUCTION

INCE the inception of wireless communications, each

generational shift from 1st Generation (1G) to 5th Gener-
ation (5G) has led to major transformations in the interaction
paradigm between people, devices, and systems. 1G networks
enabled analogue voice transmission; 2nd Generation (2G)
networks introduced digital voice and short message service
(SMS); 3rd Generation (3G) networks brought mobile internet;
and 4th Generation (4G) networks delivered broadband-grade
connectivity for streaming and cloud applications [1]. The
advent of 5G networks around 2020, with its Enhanced
Mobile Broadband (eMBB), Ultra-Reliable and Low Latency
Communication (URLLC), and Massive Machine-Type Com-
munications (mMTC) capabilities, marked the onset of hyper-
connectivity [2]. As 5G matures globally, the focus shifts
from connecting people to connecting everything, setting the
stage for 6th Generation (6G) networks which are expected
to represent a transition from connected things to connected
intelligence [3].

This work is supported by EPSRC and DSIT funded project - CHEDDAR:
Communications Hub For Empowering Distributed Cloud Computing Appli-
cations And Research (EP/X040518/1), (EP/Y037421/1) and EPSRC funded
project REMOTE (EP/Y019229/1). This manuscript benefited from the use
of generative Al tools (e.g., ChatGPT by OpenAl) for language refinement.
All content was critically reviewed and verified by the authors.

However, as digital ecosystems expand, 5G falls short of
supporting applications with demanding Key Performance
Indicators (KPIs) such as sub-millisecond latency, ultra-
reliability, and pervasive intelligence. Emerging paradigms
such as extended reality (XR), digital twins, tactile internet,
autonomous vehicles, real-time Brain Computer Interfaces
(BCI), and Internet of Everything (IoE) require not only higher
data rates and lower latency but also stronger synchronization,
reliability, and contextual awareness [2, 1, 3]. The convergence
of communication, sensing, and computation at the network
edge further demands adaptive, self-governing systems with
minimal human intervention.

To meet these requirements, 6G is envisioned as an Arti-
ficial Intelligence (Al)-native, integrated communication and
sensing infrastructure, which is expected to deliver a tenfold
improvement in KPIs over 5G. According to International
Telecommunication Union (ITU) and initiatives such as Hexa-
X, KPI targets include up to 1 Tbps peak data rates, sub-100 ts
latency, 99.99999% reliability, over 107 devices/km? density,
and 10100 energy efficiency gains [4, 5]. Therefore, the
realization of these goals demand not just an architectural
redesign but a fundamental rethink of how security and privacy
features are embedded into the new network fabric [2].

Distinct from prior generations, 6G will integrate tech-
nologies such as Reconfigurable Intelligent Surface (RIS),
Joint Communications and Sensing (JCAS), Massive Multiple-
Input Multiple-Output (mMIMO), and Non-Terrestrial Net-
works (NTN) [3, 6], which collectively are expected to expand
the attack surface of communication networks. RIS will intro-
duce programmable-surface spoofing and eavesdropping risks;
JCAS will enable side-channel attacks through environmental
inference [7]; and ultra-high-frequency (Terahertz Communi-
cation (THz), sub-THz) bands will expose beamforming to
hijacking and Denial-of-Service (DoS) attacks. High-mobility
NTN, including Unmanned Aerial Vehicles (UAVs) and LEO
satellites, will complicate trust establishment and secure han-
dovers [8, 9].

Architecturally, 6G will rely on decentralized and soft-
warized frameworks such as Open Radio Access Network
(O-RAN) and Zero Trust Architecture (ZTA) [10, 11], that
will enhance flexibility, but at the expense of amplifying
of exposure to supply-chain compromises, insider threats,
and policy misalignment. The pervasive use of Al/Machine
Learning (ML) for orchestration and threat detection will
introduce new risks such as Adversarial Machine Learning
(AML), poisoning, and inversion attacks. The absence of
standardized security-by-design principles further will increase
susceptibility to coordinated, multi-layer intrusions that could



erode trust and resilience in mission-critical sectors.

While extensive research exists on individual aspects of 6G
security, ranging from physical-layer defenses and blockchain
access control to post-quantum cryptography, most efforts
remain fragmented or narrowly scoped. Few studies offer a
unified view across the 6G protocol stack, spanning enabling
technologies, architectures, and application-layer vulnerabil-
ities. Given the inter-dependencies introduced by Al-native
control, integrated sensing, and decentralized trust, there is
an urgent need for a cross-layer, system-level understanding
of the 6G security-privacy continuum. This paper, presents a
holistic survey that synthesizes these perspectives, developing
a comprehensive threat taxonomy, mapping emerging counter-
measures, and clearly identifying future research challenges
for secure and resilient 6G ecosystems.

A. Paper Structure

The rest of the paper is organized as follows. Section
IT presents other related works in the area of security and
privacy in 6G networks, and Section III explores the transition
of security architectures in 5G toward integrated security
and privacy frameworks in 6G networks. Within Section III,
the security and privacy-related framework of current 5G
networks, the vulnerabilities existing in current and evolving
5G networks, are elaborately discussed, followed by the vision
of 6G networks, the potential 6G security architecture and
the unique security and privacy challenges that are expected
to arise in them. This is followed by Section IV, where the
ongoing standardization activities in the area of 6G security
and privacy, are presented. In Section V, the threat landscape,
considering the security attacks and requirements of each
enabling technology that will be prevalent in 6G, is elaborated.
Then, a description of a few recent, key technical solutions to
counteract or prevent the security and privacy attacks discussed
in the previous section, are presented in Section VI. Finally,
we have the conclusion in Section VII.

II. RELATED WORK

As 6G systems promise hyper-connectivity, ultra-low la-
tency, and context-aware intelligence, ensuring robust security
in these networks has become a core research priority. A
growing body of survey literature has attempted to anticipate
emerging threats and propose early-stage defenses. These stud-
ies range from broad overviews of 6G architecture to detailed
analysis of specific technologies, but they often lack a unified
view that captures the complex and multi-faceted nature of
6G. In this section, we structure the existing works into
thematic clusters, analyze their contributions, and identify key
gaps that motivate our work on unified, cross-layer security
and privacy taxonomy, and their potential counter solutions
for 6G networks. As summarized in Table I, existing survey
articles either focus on individual technologies or specific
threat domains but fail to provide an integrated taxonomy for
6G security and privacy challenges.

A. 6G Security Landscape and Standardization

Several recent surveys aim to lay the foundation for securing
future 6G systems by offering high-level taxonomies and
standardization blueprints. Yang et al. [2] propose a roadmap
that incorporates architectural enablers such as ZTA, Software-
Defined Networking (SDN), and Network Function Virtu-
alization (NFV), promoting security-by-design and privacy-
by-design principles. Similarly, Nguyen et al. [1] discuss
the intersection of 6G enablers with emerging risks such as
eavesdropping, poisoning, and spoofing, offering a layered
view but without granular threat mapping or system-level
taxonomy. The authors of [12] present a survey on threats
faced by Al agents. In [13], NVIDIA presents confidential
computing solutions that protect data in transit, at rest and
in use, throughout their life cycle from unauthorized entities.
Ahmad et al. [14] and Abdel-Hamid et al. [15] extend the
scope to Beyond 5G (B5G) technologies but primarily focus
on 5G-era risks, offering limited insights into evolving 6G
paradigms such as semantic intelligence, RIS, and cross-layer
orchestration.

B. Enabler-Specific Security Reviews

RIS-focused studies, such as Naeem et al. [16], discuss how
programmable metasurfaces introduce new attack vectors, in-
cluding reflection manipulation and signal spoofing. However,
the analysis remains confined to hardware-level threats. Sim-
ilarly, Kim et al. [17] analyze the role of Federated Learning
(FL) and blockchain in Vehicle-to-Everything Communication
(V2X) systems, yet the findings are domain-specific and
not generalized across other 6G enablers. In the context of
O-RAN, Porambage et al. [18] highlight threats such as rogue
xApps and RAN Intelligent Controller (RIC) vulnerabilities,
proposing ZTA and Al-based defenses. Meanwhile, Dardari et
al. [19] survey NTN with a focus on architectural and mobil-
ity challenges, though lacking depth in security mechanisms
such as secure handover, privacy preservation, or zero-trust
enforcement.

C. Edge Intelligence and Federated Learning

Federated and decentralized learning have emerged as key
paradigms for privacy-aware intelligence in 6G. Ferrag et
al. [20] and Mao et al. [21] delve into security threats at
the edge, including data poisoning, backdoor attacks, and
identity spoofing. While they provide technical depth for edge
learning, they omit broader enabler interactions or system-level
orchestration. Nguyen et al. [22] offer a detailed survey of
FL in Internet of Things (IoT), outlining defense mechanisms
like differential privacy and blockchain, yet overlook how FL
integrates with RIS or semantic layers. Tassi et al. [23] focus
on Decentralized Federated Learning (DFL), emphasizing its
scalability and resilience but without contextualizing its role
in multi-domain 6G settings.

D. Application-Domain Surveys

Security concerns in vertical domains such as vehicular
networks are captured in domain-specific surveys. Sumra et



TABLE I: Comparative Analysis of Existing Literature on 6G Security: Focus Areas, Technological Enablers, Threat Domains,
and Key Limitations

Ref Focus Area Enablers Covered Threat D Limitations

[2] Standardization and 6G security | RIS, THz, ML, Al-native infra General threat types, trust models, DoS, Lacks taxonomy, no detailed treatment of application-layer
threats spoofing security

[1] Prospective 6G technologies and | RIS, THz, AI/ML, Blockchain Spoofing, poisoning, eavesdropping, | No application-layer security, lacks taxonomy and inte-
associated risks trust models grated defense framework

[14] Security overview for 5G and be- | Network slicing, SDN, NFV, | Eavesdropping, jamming, rogue slicing, | 5G-centric; lacks detailed 6G enabler analysis and forward-
yond blockchain side-channel attacks looking security models

[15] Security in B5SG and 6G commu- | UAVs, THz, RIS, blockchain Privacy leakage, spoofing, data in- | Lacks structured taxonomy and defense mapping; generalist
nication networks tegrity, authentication threats perspective

[16] Security and privacy for RIS in | RIS (reflection control, deployment) | Eavesdropping, spoofing, signal manip- | Narrow focus on RIS; lacks integration with broader 6G
6G ulation architecture or enabler inter-dependencies

[17] FL and blockchain-based security | FL, blockchain, V2X, edge Al Model poisoning, Sybil attacks, data | Focused on V2X; lacks generalizability across other 6G use
in 6G V2X tampering cases or layers

[18] Security, privacy, and trust in O- | RIC, ZTA, Al anomaly detection, | Rogue XxApps, data leakage, interface | Focused on O-RAN; lacks integration with other 6G do-
RAN for 6G blockchain tampering mains and cross-layer threats

[19] Enabling technologies and chal- | Satellites, UAVs, HAPS, RIS Handover failures, dynamic spectrum | Lacks focus on E2E security, privacy-preserving methods,
lenges in 6G NTNs risks, latency threats and zero-trust integration

[20] Edge learning security for 6G- | Federated Learning, Edge Al Data poisoning, backdoors, adversarial | Focuses only on IoT edge learning; lacks broader enabler
enabled IoT examples, privacy leakage and architectural security coverage

[21] Security and privacy at 6G net- | Edge computing, zero-trust, immer- | Identity spoofing, inference leakage, ac- | Lacks system-wide threat taxonomy and enabler diversity
work edge sive services cess control, trust models (e.g., RIS, JCAS)

[22] FL integration in IoT with pri- | FL, blockchain, differential privacy Poisoning, inference, model manipula- | Focused on IoT-FL; lacks integration with broader 6G
vacy/security focus tion enablers and cross-layer security view

[23] Decentralized federated learning DFL, peer collaboration, FL over | Poisoning, Sybil attacks, unstable con- Strong DFL focus; lacks broader 6G enabler context and

edge vergence system-level integration

[24] Security review for V2X in | VANETs, V2V, V2I, encryption, Sybil attacks, message falsification, Limited to VANETS; lacks alignment with 6G enablers and
VANETSs trust models DoS, privacy leakage future-proof models

[25] RL-based physical and cross- | RIS, THz, RL, edge Al Jamming, spoofing, eavesdropping Focused on RL methods; lacks broad threat taxonomy and
layer security in 6G architectural-level security analysis

[26] Role of physical layer security in | PLS, AN injection, beamforming, se- | Eavesdropping, jamming, spoofing Strong PHY focus; lacks cross-layer integration and Al-
6G cure CSI driven adaptability

[27] Security of network slicing in | Al-based slice monitoring, | Slice hijacking, isolation failure, rogue | Focused on slicing; lacks integration with other 6G enablers
5G/6G blockchain, secure orchestration slice and holistic architecture

[28] Al convergence with 6G commu- | Semantic comm., beamforming, | Al-based attacks, lack of transparency, | Focused on Al integration; lacks detailed privacy models
nication networks threat detection adversarial examples and threat taxonomy

This Comprehensive threat taxonomy | 6G enabling technologies (RIS, THz, | Potential threats in all layers of the 6G

work | across 6G enabling technologies | NTN, JCAS etc.) and applications | network
and countermeasures (e.g., V2X)

al. [24] review security issues in Vehicular Adhoc Network
(VANET)-based V2X systems, detailing attack taxonomies
and countermeasures. However, their scope is confined to
VANETS, lacking alignment with 6G-specific enablers such
as edge Al or RIS. Kim et al. [17] offer another V2X-focused
survey with FL. and blockchain integration but similarly miss
broader architectural mapping.

E. Cross-Layer and AI-Converged Security

Advanced 6G paradigms demand Al-native, cross-layer
security frameworks. Alazab et al. [25] explore how Rein-
forcement Learning (RL) enhances security across physical
and network layers but focus on algorithmic efficacy rather
than architectural breadth. Bassem et al. [26] advocate for
Physical Layer Security (PLS) using techniques like artificial
noise injection and secure beamforming. However, they do
not address integration with higher-layer enablers. Rimal et
al. [27] tackle network slicing security but miss interdependen-
cies with semantic or RIS-based systems. Similarly, the work
by Akhtar et al. [28] emphasizes the AI-6G convergence for
threat detection and intelligent beamforming but lacks depth
in privacy-aware intelligence or federated optimization.

F. Identified Gap and Our Contribution

Across these diverse contributions, a common limitation is
the absence of a unified, enabler-integrated, and cross-layer
taxonomy that reflects the full complexity of 6G networks.
While individual threats and defenses are explored in silos,
few works holistically map vulnerabilities from the physical

layer to semantic and application layers, while also addressing
the interplay among federated learning, blockchain, RIS, ZTA,
and NTN. Our work fills this gap by synthesizing a compre-
hensive threat taxonomy, classifying layered and cross-enabler
vulnerabilities, and aligning them with emerging countermea-
sures, thereby laying the groundwork for secure-by-design
6G architectures. The large collection of resources, based on
which this threat landscape is presented in this survey, is not
limited to containing only research-motivated papers on this
topic but also publications and reports submitted by several
standardization bodies on security and privacy in 6G networks.
This aims to offer a more realistic outlook for researchers
and industry to potentially inspire major advancements in 6G
security and privacy solutions.

III. EVOLUTION FROM 5G TO 6G SECURITY
ARCHITECTURES

To support the future 6G vision, it is necessary to consider
the existing 5G security frameworks, recognize the security
and privacy vulnerabilities in 5G networks and therefore,
identify the significant novel features that are necessary to
be incorporated to make 6G networks resilient and secure. In
this section, we discuss the current 5G security framework
(Subsection III-A), the existing vulnerabilities in them (Sub-
section III-B), the vision of 6G networks (Subsection III-C),
followed by the potential 6G security architecture design
and the unique security challenges that will accompany 6G
networks (Subsection III-D).
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Figure 1: 5G security architecture: network entities and their interactions across user, access, and core domains.

A. Current 5G Security Framework

In this section, the 5G security architecture and 5G security
access and authentication procedures are reviewed.

1) The Network Architecture for Security: Here, we look at
the components involved in security provision within the 5G
network and their roles in achieving authentication and access
for security provisions. The User Equipments (UEs), the core
of the Home Network (HN) and the core of visiting networks
are mainly the nodes interacting for security in 5G networks.
The radio access network comprises of base stations which are
called Next Generation Node Bs (gNBs) that communicates
with the UEs. The following elaborates on the functions within
the UE or Core Network that facilitate the authentication and
access procedures (as illustrated by Figure 1).

(a) User Equipment (UE): The UE contains the physical
smart card that is represented by a platform called Universal
Integrated Circuit Card (UICC) that is capable of running
multiple applications. One of the main applications is the
Universal Subscriber Identity Module (USIM), which contains
all the information related to the user’s identity, authentication
keys, and subscriber network.

(b) Visitor Network Core Network Within the Core of the
visiting network of the subscriber, are two important functional
components:

(i) Access and Mobility Management Function (AMF) which
contains all the access management information of the sub-
scriber in the Visiting network. Some of the access man-
agement information are management information regarding
cryptographic keys and mobility. The UE connects to the AMF
through the Radio Access Network (RAN) via the air interface.
(ii) Security Anchor Function (SEAF) which manages the
authentication procedures of the Visiting Network

(c) Home Network Core Network: The HN has four main
nodes for carrying out security-related functions.

(1) Unified Data Management (UDM): UDM contains the sub-
scriber database. The AMF and UDM work closely together.
(i) Authentication Credential Repository and Processing
Function (ARPF): ARPF stores important security keys and
performs calculations involving security.

(iii) Subscription Identifier De-concealing Function (SIDF):
SIDF is responsible de-concealing the identity of the UE.
(iv) Authentication Server Function (AUSF): AUSF manages
authentication.

2) 5G Security Model: 5G networks presented architecture

and authentication protocols that satisfied a service-oriented
network model. As per 3rd Generation Partnership Project
(3GPP) standards [29], the security architecture of 5G net-
works is based on (a) two-party trust model, (b) independent
security domains, (c) the three strata in which these domains
operate and (d) transmission security mechanisms across these
domains and strata (as shown in Figure 2), which are elabo-
rated in the next subsections.
(a) Two-party Trust: The 5G security architecture relies on a
two-party trust model between stakeholders. In this model, the
UE and its home operator mutually authenticate using a pre-
provisioned longterm secret key, establishing the root of trust.
Upon successful authentication, a hierarchy of intermediate
keys are derived from that root key to secure signaling and
data transports for confidentiality and integrity.

Similar two-party trust principles apply to other relation-
ships in 5G networks: between UE and service providers,
between multiple service providers, and between devices and
the network. Each pairing essentially forms its two-party
trusted link, underpinning all 5G service interactions. Each
partner derives and uses keys rooted in the shared credential,
forming the basis for secure authentication and data protection
across the ecosystem [30].

(b) 5G Security Domains: The 5G Security architecture
comprises of six independent domains [30, 31] and they are
described below.

(1) 5G Network Access Security: These are a set of security
features based on 3GPP Release 15 and 16 standards that
enables the UE to authenticate and access the services via
the network securely in addition to providing protection from
attacks on the radio interfaces. The access includes both 3GPP
and trusted non-3GPP access. These features also includes
security context delivery from Serving Network (SN) to UE
for access security.

(i) 5G Network Domain Security: A set of security features
between network functions within the same operator that
enables nodes to securely exchange signaling data and user
plane data.

(iii) 5G User Domain Security: Security features that secure
the user access to UE.

(iv) 5G Application Domain Security: These security features
enable applications in provider and user domains to securely
exchange messages.
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Figure 2: Layered structure of 5G security architecture across transport, serving, home, and application strata.

(v) Service-based Domain Security: This domain was added in
5G and is related Service-based Architecture (SBA) [32]. This
set of security features enable network element registration,
aspects of discovery and authorization security and responsible
for the protection of service-based interfaces.

(vi) Visibility and confidentiality of security: This set of
security features enables the user to be informed of the security
feature in operation. [19]

(c) 5G Security Strata: The 5G Security architecture com-
prises three strata [30] which are described below.

Transport stratum: This stratum, with low security sensitivity,
is located at the bottom of the architecture. It includes some
UE functions, all gNodeB functions, and some core network
functions, such as the User Plane Function (UPF). These
functions, excluding the UE functions, do not involve sensitive
data, such as Subscription Permanent Identifiers (SUPIs) and
user root keys. They manage only low-level keys in the key
hierarchy, for example, user access keys. Low-level keys can
be derived, replaced, or updated by a high-level key at the
home/serving stratum. However, a low-level key cannot induce
a high-level key.

Serving stratum: This stratum includes the core network
functions of the operator’s HN such as the AMF, Network
Repository Function (NRF), Security Edge Protection Proxy
(SEPP), and Network Exposure Function (NEF). It has higher
security sensitivity as compared to the transport stratum. The
core network functions of this stratum manage only mid-level
derived keys in the key hierarchy. A mid-level key can be
derived, replaced, or updated by a high-level key at the home
stratum. However, a mid-level key cannot induce a high-level
key.

Home stratum: This stratum with high security sensitivity
includes the AUSF and UDM of the operator’s HN, as well
as the USIM in the UE. It contains sensitive data such as the
SUPIs, user root keys, and high-level keys.

Application stratum: This stratum is closely related to ser-
vice providers, but hardly related to operator networks. The
application stratum involves 5G applications that need end-to-
end security assurance for high security and transport security

requirements.

(d) Authentication Framework Robust authentication proto-
cols are necessary in a network for legitimate users to have
seamless access to the network and for unauthorized users to
be denied any access. 3GPP defined two 5G authentication
mechanisms -primary and secondary. Primary authentication
is specified for mutual authentication of the UE and the
network. 5G Authentication and Key Agreement (5G AKA)
protocol is used for this authentication and is used to verify
the device’s authenticity when it connects to a network. Sec-
ondary authentication in the form of Extensible Authentication
Protocols (EAPs) are applicable when a device connects to
a service on the Internet via a 5G network. 5G introduced a
common authentication platform for both 3GPP and non-3GPP
access networks. With a unified platform, 5G enables one
authentication execution, in which a UE can be authenticated
in a 3GPP access network, and then move to other non-
3GPP networks without the need for re-authentication. To
provide better protection of identities of UEs, 5G used an
encrypted version of SUPI called Subscription Concealed
Identifier (SUCI) to conceal the subscriber’s real information
during the authentication process. This prevented sending
of IMSI in plain text over 5G networks. 5G also enabled
authentication protocols EAP-AKA, EAP-TLS for non-USIM
devices to access 5G network services [1].

(e) 5G Transmission Security Mechanism Within the Net-
work Access domain, the UEs access the 5G network through
the Access network via Access Stratum (AS) and Non-Access
Stratum (NAS) signaling. The protection of the AS signaling,
which is used for radio interface and communication between
the UE and the RAN, is achieved by using keys in the lowest
layer of 5G key hierarchy and one of three cryptographic
algorithms -AES, Snow 3G or ZUC. The security of NAS,
which is signaling between the UE and Core Network, is
ensured by using NAS keys and one of the same cryptographic
algorithms as mentioned above [30].

(f) 5G Key Exchanges In both the authentication protocols
5G AKA and EAP AKA, key exchanges take place. For a UE
initializing its access to the network, it shares its secret key



stored in its USIM, which needs to match with the shared
secret key stored in the UDM of the core network during
the initial duration of the connection. The UE then sends its
SUPI concealed as SUCI to the network. Once the device
is verified and admitted to the network, keys are derived to
secure it within the network, and finally, a master session root
key Key [from] Authentication Server Function (KAUSF) is
generated. The duration and updating of these exchanged keys
are crucial for maintaining confidentiality. For instance, 3GPP
TS33.501 specifies that if a UE connects to the base station
for a prolonged period of time, then the keys are exchanged
every 24 hours or less based on the operator’s preference.

B. Gaps and Limitations of 5G Security

In this subsection, the vulnerabilities concerning security
and privacy in 5G networks are discussed. By considering
and analyzing of these threats and risks in current networks,
secured and robust 6G networks can be designed for the future.
Some of these threats are,

(a) SDN/NFV threats: SDN related software attacks can
include critical APIs getting exposed to unintended software,
and centralized network control and inception of OpenFlow
can make the network susceptible to Distributed Denial-of-
Service (DDoS) attacks [33, 34]. Moreover, overloading of
this software-controlled system can cause the entire network to
break down. The integration of NFV to 5G networks increases
the vulnerability of host systems of Virtualized network func-
tions by exposing the related hypervisors to attackers. Such
exposure through misconfiguration can result in risking the
security of the entire core network. This could possibly lead
to malware having access to information from other network
users and unauthorized API calls. Cross-contamination of
shared resources is another possible threat [31].

(b) User Privacy threats: In 5G AKA protocol, the agreement
between the subscribers and network suffers from integrity
vulnerabilities due to the lack of a binding assumption of
channel between the SN and HN, which in turn can lead to
an attacker’s ability to access the network at the cost of trans-
ferring the bill to another subscriber. Moreover, user tracking
by observation of synchronization failure messages over time
can act as a major user privacy threat [1, 31]. A harmless
service like paging can be exploited to locate a user with fewer
than 10 calls [35]. A rogue base station can fool a UE into
disclosing its SUPI by spoofing a pre-authentication message
[36]. Moreover, although 5G-AKA offers privacy preservation
against passive attackers, it is vulnerable to linkability attacks
due to active attackers [37], and a potential fix would require
designing a countermeasure in a standard compatible manner,
which makes it more challenging.

(c) Security risks due to 5G deployments: 5G operations
needed either a Stand-alone (SA) or a Non-Standalone (NSA)
deployment of base stations. SA deployed networks although
have the benefit of native security , supporting a transition
procedure would create potential security risks. On the other
hand, to support NSA, dual connectivity with 4G-LTE and 5G-
NR would require dual authentication but the optional use of
confidentiality protection might make the system potentially

vulnerable to attacks [1].

(d) 5G O-RAN threats: RAN and core are both critical
components of 5G networks because gNBs (5G base stations)
terminate the encryption of user data, except when it is en-
crypted externally and is beyond the control of an operators 5G
network. As a result of this, gNBs have full access to all data
to and from devices in clear text. Moreover, technical devel-
opments and initiatives, such as distributed RAN, split RAN,
O-RAN and Common Public Radio Interface (CPRI)/eCPRI
consortiums, further fragment and distribute the deployment
of RAN functions, with serious security implications. For
instance, all the options make it unclear how functions will
be distributed and co-located in the long run. There is a risk
that market demands will drive the most cost-effective function
distribution, not necessarily the most secure one [38].

(e) Threats due to 5G Network slicing: Network slicing
has transformed the way the telecom industry views the
network from network-as-an-infrastructure to network-as-a-
service. However, slicing brings in weaknesses in terms of
security. Integration of Al and ML into network slicing leads
to adversarial machine attacks where the adversaries add data
samples with disrupting factors to misguide the ML model,
leading to the appearance of vulnerabilities that were not
originally present. Therefore, it becomes necessary to train
these ML models keeping adversarial methods in mind to
create a more secure environment [31].

(f) Threats due to 5G MIMO: 5G MIMO security research
findings have shown that the probability of detection of an
eavesdropper in a network is higher with a higher number
of base station antennas [39]. However, some of the threats
in 5G Multiple-Input Multiple-Output (MIMO) are that (1)
the security algorithms defined for 5G MIMO produce a large
amount of noise in the absence of sufficient spatial redundancy,
(2) eavesdroppers can invade the privacy of users with poor
connections, and (3) the currently measurable indicators for
MIMO security algorithms do not match up to the theoretical
values [31].

(g) Cloud computing related threats: Cloud computing has
appeared as an intellectual paradigm that allows computing
resources on a pay-per-use way, while these resources are
dynamically configured to manage different workload needs.
This is due to the virtualization technology, which provides
the creation of multiple VMs that share the same physical
resources. Although could computing provides several benefits
for 5G networks, the cloud possess several challenges in
security and privacy aspects of the network. Some of the
key security vulnerabilities related to cloud computing are
(a) Network-related attacks such as XML signature (wrapping
attack), flooding attacks etc., (b) Virtualization and hypervisor
vulnerabilities, (c) identity and access management related
threats, (d) data and storage security attacks [40].

(h) Critical infrastructure threats: The security of critical
mobile infrastructures is increasingly challenging in 5G net-
works due to the presence of Advanced Persistent Threats
(APTs) [41] that aim to achieve data exfiltration, unautho-
rized access and control in the network. The well-funded,
sophisticated attackers in APT moves laterally after establish-
ing a beachhead in the network through misconfigurations,
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vulnerabilities and compromised credentials. The main se-
curity challenge in dealing with APTs lie in preventing an
external threat from penetrating into a secure perimeter and
becoming an internal threat that can move laterally through
the network. This challenge gets worse due to the presence of
multi-stakeholder deployments, which create unassigned and
variable postures and responsibilities in the network [42]. In
the next subsection, we explore how the future 6G networks
are envisioned and the general features these networks will
potentially encapsulate.

C. Definition and Vision of 6G

The 6G technology is driven by the convergence of several
advanced enabling technologies that will potentially push the
boundaries of speed, intelligence, sensing and connectivity
in networks. Among several popular research initiatives that
have been undertaken for shaping and developing this technol-
ogy, the key standard development organizations and research
projects are International Mobile Telecommunications 2030
(IMT-2030) by the International Telecommunication Union
Radiocommunication Sector (ITU-R) [5], 6G Smart Networks
and Services Industry Association (6G-IA) [43] by European
Industry and Research, North America’s Next G Alliance
(NGA) [44], European Union’s flagship Hexa-X project [45].
Driven by key stakeholders worldwide, a unified vision and
global consensus on 6G are expected to emerge, leading
to its commercial launch around 2030. Some of the main
objectives and requirements of 6G technologies as defined
by these standards are to deliver systems with ultra-high

data rates, ultra-low latencies, ultra-reliability, large-scale and
ultra-dense connectivity, highly improved energy efficiency
[5], immersive communication, sustainability [1], seamless
integration of non-terrestrial networks [46] and sensing [47]
into the communication network, and fusion of the digital,
physical and human world through combination of intelligent
and innovative technologies [48]. Figure 3 illustrates some of
the IMT-2030 6G use case scenarios and overarching aspects
by ITU-R.

In 5G, the three main usage scenarios which were identified
based on user demands were eMBB, URLLC and mMTC with
goals of increased capacity, reduced latency, enhanced reliabil-
ity, higher throughput, reduced cost and enhanced connectivity
and diversified services to verticals such as manufacturing,
healthcare and transportation. To support these trends, new
enabling technologies such as network slicing, O-RAN and
mMIMO emerged along with remarkable innovations in the
areas of virtual and augmented reality (VR/AR), the IoT, and
Al. However, deploying communication-centric 5G technol-
ogy in some verticals that support complex operations and
legacy systems has been challenging from an economic and
environmental perspective. 5G technologies supported individ-
ual services like digital healthcare and wearable technology,
but 6G will enable and benefit a wider range of vertical
industries such as Intelligent Transport System, Zero-Power
Communications [30]. Due to the wide variety of applications,
5G networks face the challenge of satisfying dramatically
increased service heterogeneity and diversity under stringent
resource constraints [49]. Therefore, 6G networks are expected
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to provide integrated and inherent features with advanced
adaptability to support the wider range of diverse verticals
and counter the drawbacks of the previous generation of net-
works. In 6G technologies, apart from further enhancements in
technologies that were used in 5G network applications such
as O-RAN, mMIMO, network slicing, and Al, some of the
new advanced technologies that are expected to facilitate huge
network performance improvements include the use of RIS to
control the wireless environment, JCAS for enhanced sensing
and communication performance, Native Al [50] for mak-
ing the network more autonomous, adaptable, and efficient,
higher frequency bands such as Millimeter Wave Communica-
tion (mmWave), THz for communication the will potentially
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support ultra-high data rates, digital twin technology which
will enable real-time virtual replicas of physical systems for
predictive network optimization, and distributed learning tech-
nologies, such as FL, that will support privacy-preserving and
intelligent decision-making at the network edges. In addition
to these enabling technologies, 6G will also include satellites
and marine communications in the form of NTN, advanced
V2X, which will also be connected to satellites etc. Therefore,
it is necessary to explore all these technologies (Figure 4) that
will support and enable the achievement of the target KPIs
and operational goals of future 6G communications, which
will in turn drive the people, industry and society towards a
future with intelligent, sustainable, secure, resilient, energy-
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efficient and ubiquitous connected systems [49] (as illustrated
by Figure 5).

D. Unique Security Challenges in 6G and Potential 6G Secu-
rity Architecture

In this subsection, we describe the unique challenges in
security and privacy that 6G networks will have to tackle. In
Figure 6, we have shown a comparison of challenges between
5G and 6G networks, to emphasize on the novel challenges in
security and privacy, which 6G networks will bring in.

To establish seamless connectivity among a massive number
of humans and diverse devices is one of the key goals
of 6G networks. However, these devices are vulnerable to
security risks and face the challenge of being compromised
and exploited by malicious entities Additionally, due to the
widespread adoption of diverse open-source technologies,
network virtualization, containerization, adversarial ML, and
unauthorized exploitation of user information, there will be far
more security threats in the network than in 5G [1]. Cross-
domain authentication due to the open nature of networks
will be a challenging aspect to deal with in these networks.
Furthermore, the integration of networks spanning space, air,
and marine domains into the terrestrial domains will further
increase the attack surfaces. Therefore, to handle these new
and unique requirements of 6G networks, it becomes essential
to explore more elastic and uniform network-wide security
architectures [51], rather than apply perimeter-based defense
frameworks of 5G networks. 6G networks are expected to
generate high amounts of data, which can prove to be useful
digital resource for training Al systems within the network.
Therefore, it is necessary to ensure the security and efficiency
of these high-value data assets. Unlike in previous generations,
when the data transmission was prioritized, in 6G networks
due to the presence of different stakeholders, the protection
and privacy of these high-value data assets and prevention of
their abuse, needs to be prioritized [30]. Moreover, automating

intelligence and security in 6G networks will be necessary
for handling security and privacy in massive, ubiquitously
connected, hyper-reliable and low-latency 6G networks. On
integrating intelligence in 6G use case scenarios by incorpo-
rating Al will enable learning-based security for predicting,
identifying and mitigating threats. Automating security frame-
works will benefit the network by automatically responding
to incidents and adapting the security policies accordingly
in real-time [52]. In future networks, the exclusive use of a
vast number of zero-cost, low-power devices would require
designing lightweight security and privacy-related frameworks
involving these devices with limited capabilities, which is at
par with the security of other devices in the system. In JCAS,
lower-layer signals are used in sensing to explore the physical
attributes, and therefore, it is necessary to protect the sensitive
data contained in these signals from any potential security
or privacy breach. As described by the authors in [15], the
6G architecture is expected to upgrade from the 5G security
architecture (in Figure 2), as shown below in Figure 7. The
new upgraded features of 6G security architecture are high-
lighted in red. According to this architecture, the following
key features in each domain will be potentially included to
counter the security and privacy challenges that 6G networks
are expected to encounter.

(a) 6G Network Access Security: New authentication proto-
cols, along with security and cryptography mechanisms, are
necessary for 6G networks, which can be provided by 6G-
AKA, PLS and quantum-safe cryptography, respectively.

(i) 6G AKA: The design of 6G-AKA needs to ensure a
robust, fast, reliable, and trustworthy authentication protocol
between the end users and the core network, between HN
and SN, enable device-to-device direct authentication, bridge
gaps between devices with diverse and incompatible security
capabilities, and revise its new subscriber identifier privacy
model [1]. Succeeding from 5G network authentication, 6G-
AKA should enable countering attacks to which 5G-AKA



L @) X L Application
User Application Provider Application Strat
ratum
T T T
\\ L 1 /
1 1 !
1 1 u
(" ! @ ' ) h
@ Home/
USIM ) ome;
() HE Serving Stratum
(IT)
— L) | D J
UE / SN —
V)
3GPP AN
o Transport
(I Stratum
NON-3GPP AN
\. J

(I) 6G Network Access Security
(II) 6G Network Domain Security
(IIT) 6G User Domain Security

(IV) 6G Application Domain Security
(V) 6G Service-based Architecture Security
(VI) Visibility & Confidentiality of Security

AN-Access Network, SN- Serving Network, HE- Home Environment, USIM-Universal Subscriber Identity Module.

The potential new security features are highlighted in red.
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is vulnerable to such as linkability attacks, DDoS attacks,
single-point-of-failure problem, and forward/post-compromise
secrecy etc.. Moreover, 6G-AKA design will determine the
authentication in cross-slice communications and the veri-
fication of the claimed identity of an endpoint in a deep-
sliced and open programmable networking platform. PLS will
be highly useful in dealing with conventional threats such
as impersonation attacks, and quantum-safe cryptography for
ensuring security in highly sensitive and strategic sectors such
as banking and defense. These two technologies are discussed
in more detail in Section VI.

(i) New SIM and decentralized subscription model: A shift in
identity management by making changes in identity storage
or release, can remove many limitations of 5G applications
such as IoT. Using an eSIM or a non-SIM model will
enable removal of barriers to implant devices in 6G networks.
Moreover, an upgrade from centralized authentication and
authorization in 5G networks to a decentralized model which
will help a visitor network authenticate a UE and sell services
such as AR/VR to subscribers it serves.

(iii) New open non-3GPP authentication protocols: New au-
thentication protocols apart from EAP-TLS, and EAP-AKA,
are necessary for supporting new communication networks
such as space and maritime networks. However, these new
networks to be integrated in 6G will face constraints due
to limited and unbalanced network resources. Open authen-
tication protocols are thus recommended for these integrated
networks in 6G.

(iv) Security-enhanced EAP TLS: EAP-TLS is considered a
promising certificate-based mutual authentication protocol in
5G private networks and is included in 5G security standard
TS 33.501. However, the transmission of these certificates
creates substantial overhead in networks. Therefore, advanced
6G EAP-TLS is will support certificate-less authentication
method and other advanced security features for device-to-
device authentication without certificates, which will benefit
applications like V2X and Digital-to-Digital (D2D) communi-
cations in 6G networks.

(b) 6G Network Domain Security: The design of enhanced

mutual authentication protocols that protect confidentiality and
integrity is necessary in 6G networks. In 5G networks, mutual
authentication is based on a conventional symmetric model.
However, incorporating Blockchain and Distributed Ledgers
can guarantee mutual trust, preservation of high privacy,
and prevention of single-failure disruption. They can also
authenticate and improve reliability among 6G entities, such as
between nodes or servers involved in authentication or between
the HN and SN.

(¢) 6G User Domain Security: Password-based protection
can be easily compromised, involve a cost for storage and
could be hard to remember. Future user-based identification
and authorization can be based on the bio-identity of users
and avoid the use of passwords. For e.g., future technologies
such as brainwave or heartbeat-based authentication can be
an efficient and theft-resistant password-less service access
control mechanism which will enhance user experiences.

(d) Enhanced HTTPS TLS and Homomorphic Encryption:
These service and data security mechanisms will be enhanced
by equipping them with quantum-resistant algorithms. Ho-
momorphic encryption enables operations on encrypted data
without decryption, allowing it to be sent by subscribers to
untrustworthy third parties for storage and processing.

(e) End-to-end Service-based and Policy-based Architec-
ture: The deployment of SBA in RAN and core networks
will enable flexibility, scalability and efficiency as compared to
traditional monolithic architectures. In terms of security, due to
the network virtualization and cloud-based frameworks, SBA
can enable dynamic scheduling of different modules of au-
thentication, encryption and Intrusion Detection System (IDS)
and thereby make the network resilient to various attacks [52].
However, in 6G networks, this service-based architecture is
designed for end-to-end security where protection is managed
across different layers, domains and networks, and reducing
the chances of expansion of attack surfaces. Thus, unlike 5G
networks where E2E communication link’s security is empha-
sized, in 6G networks, the security architecture aims to ensure
the security and privacy of each component, communication
link and data flow within the network. This will ensure the



hierarchy, flexibility, scalability, resilience, trust and privacy
of the network.

IV. PROGRESS IN STANDARDIZATION ACTIVITIES

6G will potentially inherit and build on the security de-
fined and implemented for 5G [11]. This includes security
specified in standardization related organizations like 3GPP
(Third Generation Partnership Project), ITU, Internet Engi-
neering Task Force (IETF), the European Telecommunications
Standards Institute (ETSI), National Institute of Standards and
Technology (NIST), O-RAN Alliance, as well as technology,
processes, and tools used for security in 5G, such as defined
in the security assurance scheme National Electronic Security
Authority (NESA) by GSMA. For 6G, standardization of
security remains crucial, partly to keep the cost at a reasonable
level, but also to provide a desired degree of vendor interop-
erability in 6G products. The 6G security standards are being
developed with contributions from several key standardization
bodies, including 3GPP, ETSI, IETF, ITU, NIST and NESAS,
and popular projects like Hexa-X, COST and ROBUST-6G
where standards are developed by addressing the challenges
associated with adoption of new technologies such as Al,
and Machine learning while considering the implications of
novel enabling technologies towards the network’s security,
privacy and sustainability. 3GPP and ETSI are standardizations
focused on technical aspects of 6G security while NESA
compliance is defined for organizational security posture and
will influence the security practices implemented in 6G net-
works. These organizations are working to ensure 6G networks
are secure and resilient, building upon existing 5G security
frameworks and addressing new challenges presented by 6G
technologies like RIS, quantum computing and JCAS.
(a) ETSI: ETSI focuses on developing globally applicable 6G
standards for Information and Communication Technologies
(ICT). The security and privacy aspects ETSI addresses in-
clude virtualization security, automated management systems,
data security using Al, users’ privacy, and post-quantum cryp-
tography. Among the multiple Industry Specification Groups
(ISGs) launched by ETSI, ETSI NFV ISG has developed
a White paper [53] in April 2025, that analyze use cases
and trends in the evolution of NFV for 6G such as Al-
driven threat detection mechanisms to ensure robust protection
against cyber security threats. ETSI ISG Zero Touch Network
and Service Management (ZSM) released an activity report
in 2023 [54] on ZSM, where a group specification GS ZSM
014 that specifies security capabilities for the ZSM framework
architecture and a Group Report (GR) GR ZSM 017 on closed-
loop automation security aspects. In another white paper on
Multi-access Edge Computing (MEC) [55], the authors de-
scribe the new security challenges due to its distributed, multi-
stakeholder environment, and outlines the risks, threats, and
required protections to ensure end-to-end, secure deployment
of edge computing systems across networks and applications.
ETSI’s Industry Specification Group on Securing Artificial
Intelligence (ISG SAI) focuses on developing technical reports
and specifications that mitigate against threats arising from the
deployment of Al, threats to Al systems from other Als and

from conventional sources. In 2023 ISG SAI published four
deliverables as GRs [56]. Three of these reports collectively
addressed the explicability and transparency of Al processing
and provided an Al computing platform security framework.
The fourth report explored the threats posed by so-called
deepfakes and strategies to minimize them. The ETSI ISG
Experiential Networked Intelligence (ENI) published a GR
[57] on AI Agents based Next-generation Network Slicing in
2025. ETSI released reports in 2025 and 2026, that strongly
emphasized the security, privacy, trustworthiness and sustain-
ability considerations of JCAS in 6G networks. The report
released in 2025 outlines 18 advanced use cases where the
fusion of communication and sensing technologies will create
a more context-aware, efficient and responsive digital environ-
ment [58]. For instance, nine out of 18 use cases highlighted,
focus on sensing humans, which will prioritize ethical handling
of personal data, measures like user consent, anonymization,
and protection against unauthorized access. ETSI’s recom-
mendations for end-to-end encryption, authentication, and
access control for sensing data on JCAS security are crucial
for maintaining trustworthiness in 6G. This highlights the
need for physical layer mechanisms that can contribute to
data integrity and source authentication in JCAS scenarios,
which rely heavily on radio signals for both communication
and environmental awareness. The report [59] submitted in
February 2026, provides potential technical and non-technical
requirements of 6G networks to facilitate JSAC services that
can overcome challenges specifically around unauthorized
sensing, data confidentiality, human privacy, Al-based data
processing, and secure handling of sensing data. The ETSI GR
ISC 001 report [58] emphasizes that physical layer techniques,
such as robust signal processing and interference management,
will be essential to ensure the integrity and confidentiality of
both communication and sensing data, thereby safeguarding
the foundational awareness layer of 6G. ETSI Smart Body
Area Networks (SmartBAN) group [60, 61] is working on the
standardization of security and privacy for BAN in TR 103.638
and considers physical layer security as one potential approach
to ensure confidentiality of in- and on-body devices. ETSI ISG
Quantum Key Distribution (QKD) released an activity report
[62] to develop specifications that will enhance the security
and interoperability of quantum computers deployed across
the world.

(b) 3GPP: The 3GPP is actively working on security and
privacy aspects of 6G through its Technical Specification
Group Service and System Aspects Working Group for Se-
curity and Privacy (TSG SA WG3). SA WG3 is involved in
defining the requirements and specifying the architectures and
protocols for security and privacy in 3GPP systems. 3GPP
is working towards creating a 6G security framework that
is flexible, scalable, and automated, supporting decentralized
key management and trusted communication establishment.
3GPP’s Release 18 is the first release of 5G Advanced Systems
with the 3GPP WG3 making great progress in specifications
related to security and privacy aspects in key areas of security
enablers in verticals, security enhancements in 5G Core,
security enhancements in RAN, security function evolution,
and security assurance [63]. Release 19 will primarily focus



on improving performance and addressing critical needs in 5G
commercial deployments, paving the way for 6G standard-
ization with emphasis on work items such as Post Quantum
Cryptography (PQC) and public safety enhancements [64].
3GPP recently completed a study [65] in identifying potential
use cases, traffic scenarios and performance requirements for
ambient power (zero-energy) loT. 3GPP’s Release 20 (2025-
2027) will focus on 6G studies and improvements to security
aspects such as L2 control signaling, while Release 21 will
deliver the first normative 6G specifications, aligning with the
IMT-2030 submission requirements.

(c) ITU: ITU-R is working towards recommending technical
performance requirements and common evaluation criteria
for 6G, known as IMT-2030. The ITU-R Working Party
5D (WP5SD) is responsible for developing and evaluating
terrestrial IMT systems, with a focus on 6G networks. The
International Telecommunication Union Telecommunication
Standardization Sector (ITU-T) is involved in advancing PQC
standardization efforts [66] along with ETSi and ISO/IEC JTC
1 [67] to establish interoperable and certifiable frameworks
for quantum-safe networks. Moreover, the ITU Recommenda-
tion [5] covers the usage scenario of mMTC such as involving
the connection of a massive number of devices or sensors (use
cases including applications in smart cities, transportation, lo-
gistics, health, energy, environmental monitoring, agriculture,
etc, considering IoT devices without battery or with long-
life batteries). The Recommendation states that the IMT-2030
system is expected to be secure by design. Additionally, to pro-
vide a comprehensive framework for the responsible handling
of personal data, including collection, processing, storage,
and sharing, ITU has transposed the Personal Data Protection
and Privacy Principles by the UN High-Level Committee on
Management (HLCM) into its regulatory framework in 2023
[68].

(d) NIST: NIST has been involved in processes to solicit
candidates, define, evaluate, and standardize quantum-resistant
algorithms for digital signatures, public-key encryption, and
cryptographic key establishment. In August 2024, NIST re-
leased a final set of encryption tools designed to withstand
cyber attacks from a quantum computer [69]. The standards
have resulted from an eight-year effort by NIST, and contain
the computer code for the encryption algorithms, instructions
on implementing them, and use cases. These are the first com-
pleted standards of the NIST’s PQC standardization project
and they ensure the security of various electronic information,
whether they are confidential email messages or transactions
through e-commerce. NIST is taking initiatives to transition
the current systems to new standards as they are ready for
immediate use. In the area of JCAS, the standardizations
proposed by 3GPP are [70] focussed on prioritized use cases,
sensing types and their deployment scenarios in JCAS.

(e) IETF: The technical standards and Best Current Practice
documents developed in the IETF provide important foun-
dational elements for security and privacy on the Internet.
IETF standards strive to be resilient against a host of known
and emerging threats. Internet security has long been an
integral part of the process of developing Internet standards.
Some of the latest efforts by IETF are the latest version

of Transport Layer Security protocol, TLS 1.3, Automated
Certificate Management Environment (ACME) protocol and
the emerging Messaging Layering Security (MLS) protocol
[71]. TLS 1.3 updates the most important security protocol
on the Internet and delivers superior privacy, security, and
performance over previous versions. Privacy Pass protocol is
another initiative which aims to improve user privacy in web-
based interactions.

(f) AI-RAN Alliance: The AI-RAN Alliance has currently
three working groups, namely Al for RAN’, Al and RAN’,
and Al on RAN’. The AI for RAN WG focuses on developing
practical solutions on enhancing RAN performance using Al,
while the WG Al and RAN discusses convergence, resource
sharing and working optimization between the Al and the
RAN infrastructures. WG 3, Al on RAN, works on edge Al
deployments on RAN infrastructure. A white paper [72] was
released by this Working Group (WG) in March 2026, which
argues that Al is not only a technical necessity but also a pow-
erful driver of commercial opportunity for for differentiated
connectivity, particularly in the uplink and mobile scenarios.
(g) O-RAN Alliance: To provide a robust and consistent 6G
security framework, O-RAN Alliance defined specifications
will be about the management of cloud resources and network
functions in O-RAN environments [73]. O-RAN ALLIANCEs
Security Working Group, also referred to as WG11, describes
the current state and plans for O-RAN security. O-RAN
security specifications were enhanced with new requirements
and controls that bring O-RAN closer to a ZTA. Updates to
the security specifications enable mobile network operators
to operate an Open RAN that meets and exceeds industry
expectations for an open, interoperable, and secure system.
The O-RAN ALLIANCE Security Working Group is defining
a secure O-RAN architecture that includes architectural ele-
ments, network functions, interfaces, and data, in collaboration
with the other O-RAN ALLIANCE working groups. The
O-RAN Security work items include Service Management
and Orchestration (SMO), Near-RT RIC Security, O-Cloud
Security, AI/ML Security, Open Fronthaul Security, Shared
O-RU Security, OAuth 2.0 etc. [74].

(h) Hexa-X, COST, ROBUST-6G: The Hexa-X European
6G research project focused on exploratory research for the
next-generation mobile networks with the intention to connect
human, physical, and digital worlds with a fabric of technology
enablers [75]. To deliver the necessary level of security in 6G
networks, privacy, and trust, Hexa-X has identified a set of
6G security technology enablers which are trust foundations,
AI/ML assurance and defense, privacy-enhancing technolo-
gies, distributed ledger technologies, physical layer security
and quantum security. Security and privacy-related objectives
that were addressed in recent deliverables include the risk
assessment covering security and privacy threat analysis as
well as threat impact, and mitigation technologies to address
the threats. The Hexa-II initiative considers the social aspects
of security, especially in terms of privacy risks, since the 6G
will provide connectivity and services anywhere for everyone.
Privacy and security are important requirements to be consid-
ered both for Terrestrial Networks (TNs) and NTN. Hexa-
Il also identifies the privacy/security, reliability/availability,



and service continuity concepts as the main constraints and
challenges for the next generation networks [76]. The COST
Action 6G-PHYSEC focus on creating a European network
of academia and industry experts that helps the development
of trustworthy and resilient 6G that can instill trust, secure
communications and privacy by proposing novel PLS solutions
[77]. Five working groups are defined under COST, which are
focused on trustworthy 6G, intelligent and resilient systems,
quantum-resistant security, scalable and sustainable security,
and experiments and demonstrations [78]. ROBUST-6G [79] is
a 6G Smart Networks and Services (SNS)-funded project with
the primary aim of contributing to the development of data-
driven, AI/ML-based security solutions for 6G. ROBUST-
6G explicitly encompasses physical layer security within its
scope. It includes a dedicated “Physical Layer Security Mod-
ule” designed to detect and mitigate physical layer threats
autonomously using local Al capabilities.

V. THREAT LANDSCAPE SPECIFIC TO 6G ENABLING
TECHNOLOGIES

To design a novel 6G security and privacy architecture, it
would be essential to consider the vulnerabilities inherited
from the 5G networks and the new threat vectors in the
future 6G networks, so that the necessary combat mechanisms
are identified and incorporated. In this section, we consider
the enabling technologies of 6G and some advanced appli-
cations of 5G technology that will potentially contribute as
enablers to 6G networks. We describe the potential threats
each of these technologies will impose on the network and
the necessary security and/or privacy-related measures which
will be required to counteract these attacks (Figure 8). For
a clear understanding of these threat surfaces, we classify the
threats into four categories: physical layer threats, architectural
threats, application layer threats, and quantum threats. Each of
these threats is explained in detail in the following subsections.

A. Physical Layer Threats

In this section, the security and privacy threats that will
be experienced in some of the physical layer technologies of
6G networks are described. The key technologies discussed in
this section are RIS, JCAS, NTN, newer frequency spectrum
bands (Visible Light Communication (VLC), mmWave, THz),
and mMIMO. The physical layer’s security is dependent on
the physical characteristics of and noise surrounding wireless
channels, which is mainly explored in this section for each
enabler of 6G technology. For each of these technologies, we
describe the definition, functionalities, potential threats in 6G
networks they would bring in, and the security and privacy
requirements that would be necessary to prevent/counteract
these attacks.

1) Reconfigurable Intelligent Surfaces (RIS): RIS are an-
ticipated to be a key component of 6G networks, enabling
programmable control over the way wireless signals reflect and
propagate. This capability significantly improves coverage and
reliability, especially at high frequencies such as mmWave and
THz, where maintaining line-of-sight is often a challenge [80].
Compared to 5G, where RIS deployments are more limited and

experimental, 6G envisions widespread, Al-orchestrated RIS
integration across ultra-dense networks environments. While
this evolution improves adaptability, it also expands the attack
surface through increased programmability and potential for
malicious reconfiguration at scale.

These developments aggravates privacy concerns, as the
dynamic manipulation of signal paths in 6G enables more
sophisticated inference attacks on user behaviors and loca-
tions in heterogeneous IoT environments. Moreover, the RIS
deployment introduces a unique set of security and privacy
risks that must be proactively addressed. One fundamental
threat is passive eavesdropping, as the reflective properties of
RIS can unintentionally expose signals to unintended receivers
[81]. More seriously, unauthorized or rogue RIS devices, also
known as “illegal RIS” (IRIS), may be deployed to redirect
traffic, disrupt service, or leak sensitive data [82]. Additionally,
attackers could exploit side channels through RIS control
signals to infer network behavior or injecting malicious config-
urations [80]. In IoT-intensive scenarios, poorly secured RIS
could even expose sensitive information about user location
and behavioral patterns [16].

To ensure secure and trustworthy RIS deployments in
6G, several countermeasures are essential. At the hardware
level, RIS should incorporate secure identity mechanisms and
attestation protocols to verify authenticity. All control-plane
communication must be encrypted and integrity-checked to
prevent unauthorized reconfiguration. At the physical layer,
defensive techniques such as artificial noise injection, cooper-
ative jamming, and secure precoding can mitigate the risks of
interception and eavesdropping [81].

While RIS offers exciting opportunities to reconfigure wire-
less channels on demand, its programmable nature makes
it both a strategic asset and a potential liability. As such,
future research must prioritize standardizing RIS trust models,
developing secure RIS orchestration frameworks, and enabling
privacy-preserving beamforming techniques suitable for ultra-
dense, large-scale, Al-driven 6G deployments [80].

2) Joint Communications and Sensing (JCAS): JCAS in
6G networks is the incorporation of radar sensing capabilities
with the wireless communications network through alterations
at the core functionalities of the network [83]. This will
potentially enable sensing nodes to have dynamic access to
contextual information from wireless channels [30], which
is expected to support and facilitate a wide array of novel
use cases across various domains as proposed by 3GPP and
other organizations [70, 58, 84]. This will potentially lead to
enhancing of sensing performance in terms of better sensing
precision, reduced latency and ubiquitous sensing services.
On the other hand, by using the sensing capabilities such as
perception, and recognition, will enable the wireless commu-
nication system in JCAS to improve its performance [30]. This
integration will lead to an advanced multi-functional wire-
less system with potentially increased energy and spectrum
efficiency, hardware reuse and computational efficiency [85,
86]. Despite their numerous benefits and emerging use cases
however, JCAS is expected to encounter various security and
privacy-related challenges, which may impact the network and
its users adversarially [87]. We discuss here, some of these
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threats and the potential security and privacy requirements
necessary to overcome these threats.

(a) Information Leakage and Eavesdropping/ Exploratory
Attacks: Due to the inherent broadcast nature of wireless
channels, and the operations of communication and sensing
being performed jointly and concurrently, there is a possibility
of leakage of sensing information to wireless communication
networks [88, 89] or sensing nodes overhearing wireless
channel information [90]. The JCAS waveform is designed
to offer functionalities for both sensing and communication,
which is why malicious users can extract information intended

for communication/sensing users only [91] threatening the
security and privacy of these networks. Malicious entities may
overhear the channel state information of targets that are confi-
dential and specific to the target [92]. Malicious eavesdroppers,
in the form of communication users, can also gain access to
localization information [92]. Such vulnerabilities in JCAS
networks can lead to malicious users breaching the privacy
of users or contaminating legitimate reception of signals.

(b) Data Manipulation/Degradation and Exploitation
Threats: The trustworthiness of sensing systems in JCAS
would be a key performance indicator in 6G systems, there-



fore, the integrity of sensing data is crucial [93]. Sensing
information extracted by eavesdroppers such as location or
system behavior characteristics can cause a major risk in the
security and privacy of JCAS users. Replay, spoofing, jamming
and data tampering are some of the potential security threats
that the network users will be vulnerable to that can cause
inaccurate sensing [86]. Data processing of the sensing infor-
mation at the edge nodes might cause extraction of sensitive
information of the targets and exploitation this data to obtain
unauthorized insights into the behavior of users. Moreover,
the sensitive data exchanged between UEs or core functions
during data processing in the network can risk the exposure of
sensitive Personally Identifiable Information (PII) information
contained within them [27]. The degree of freedom due to
JCAS in Distributed MIMO (D-MIMO) can create new gaps
for security attacks [88]. Data poisoning [94] is another issue
where attackers can inject malicious data to manipulate the
sensing results.

(c) User Privacy Challenges: Enhanced sensing is capable of
determining the precise locations of targets/objects and some-
times even provides continuous monitoring, which can reveal
contextual information like the target movement pattern etc..
The sensing data captured by the sensing units encompasses
both non-human and human targets within the sensing area.
The inclusion of PII from humans amplifies the security and
privacy issues. High-resolution data could reveal more private,
biometric information, such a heart rate, etc. of individuals
[30]. JCAS networks, facilitated by electromagnetic waves,
can penetrate walls and operate without user consent to cause
privacy breaches, which will potentially create an uncontrol-
lable, complex and unpredictable environment that prevents
any user from identifying or executing a privacy measure to
protect themselves [95, 27]. Moreover, privacy management
systems such as Privacy Impact Assessment (PIA) [96] in
emerging 6G JCAS networks architectures lack a unified,
systematic evaluation of privacy risks and is impacted by the
absence of any precise numeric criteria that can assess these
risks and evaluate the system’s performance [27].

(d) Authorization and Authentication Threats: Data disclo-
sure in JCAS systems can lead to security threats [86]. Having
unauthorized access to the sensing data due to a lack of proper
authentication in disclosure agreements can hand this data to
adversaries. Interception of sensed data during transmission
to third parties or adversaries can expose their non-encrypted
private information. Data tampering during disclosure could
lead to unreliable outcomes. Sensing information in JCAS
can be exploited at different levels, whether it is through
data capturing, data processing or during disclosure of data.
Therefore, sensing data acquisition must comply with different
granularity in authorization and privacy protection along with
different regional regulations [30]. The data gathered from
these networks are subject to privacy breaches such as identity
disclosure, location tracking, profiling, misusing information
gathered by sensor nodes which implies that it is necessary to
include these data as personal data that is subjected to data reg-
ulations such as the European Unions General Data Protection
Regulation (GDPR) and/or other standards [97]. Moreover, it is
necessary to define sensing consent and transparency function

at the core, RAN and the UE in a JCAS network [27].
Based on the threats identified in 6G JCAS networks, some
of the security and privacy requirements that will be necessary
are discussed below.
(a) Leakage and Eavesdropping Mitigation Techniques:
As we discussed before, due to the single modality for
communication and sensing function in JCAS, there are
possibilities of leakage of sensitive information carried by
these sensing signals. Therefore, techniques to minimize these
leakages are essential for maintaining security and privacy of
these networks. In [89], the authors proposed an approach of
mitigating leakage of information between the two systems
by balancing sensing with providing secrecy of information.
The transmitter where the transmitter simultaneously conveys
information and estimates channel state information but the
receiver acting as an eavesdropper, receives this information
only partially, reducing the chances of divulging sensitive
information. Another approach discussed in [30] is the proper
design of sensing reference signals based on shared informa-
tion exchanged between the sensing and sensed nodes which
could be used to protect sensing result from eavesdroppers.
(b) FL to train Distributed Models Without Sharing Data:
FL can be a useful tool to train models in JCAS networks
where the sensing data Data augmentation and lightweight
versions would help to counter challenges when the there is a
possibility of high communication overhead [98].
(c) Defining of Sensing Consent and Transparency at the
Nodes: In 6G JCAS networks, it would be crucial to define
new network functions at different levels of the architecture
so that sensing consent and transparency is maintained during
monitoring sensing sessions. In [27], the authors proposed
a new network function called Sensing Policy, Consent, and
Transparency Management Module (SPCTM) which is defined
at the core of the network for the same purpose. Considering
the roles of gNB and UEs in distributed JCAS systems,
functionalities similar to SPCTM should also be designed for
UEs and gNBs [86].
(d) Privacy-enhanced Data Management and Information
Processing: The inherent complex architecture of JCAS archi-
tectures makes is challenging to assess and mitigate privacy
risks. In Cyber-Physical Systems (CPS) designed for JCAS
networks, the challenge lies in making informed decisions
on risk mitigation while ensuring a balance between privacy
protection and functional efficiency of the system. These
decisions can be effectively taken based on a quantifying
approach towards aggregation, normalization and prioritization
of privacy risks. Thus, new structured, quantifiable and dy-
namic frameworks of privacy management and data processing
are necessary that will have the ability to aggregate privacy
risks across components and and update dynamic evaluation
with incorporation of new controls [86, 27].
(e) Counter-measures and Preventive Design at Physical
Layer: To counteract the unique security and privacy threats
in JCAS networks, it is essential to design a layered security
system [47] that combines secure physical-layer design with
robust operational and system policies. Some of the counter
measures to prevent jamming, spoofing in communication and
interference and malicious sensing in sensing include secure



waveform design [99], physical-layer authentication [100],

and robust signal processing techniques [101]. On the other

hand, these attacks can be prevented by implementing physical
layer designs such as Hybrid Cyber-Physical TestBeds (CPTs)

[102], implementing security policies such as authentication

and incident handling in parallel to the technical counter mea-

sures and continuous monitoring, assessment and adaptation
to new threats.

3) Non-Terrestrial Networks (NTNs): 6G networks are
envisioned to provide ubiquitous, high-capacity, low-latency
connectivity across land, oceans, and airspace. Especially, the
extension of the ground-based infrastructures to space will
potentially bring about a new wave of connectivity and would
require progress and innovation in other related sectors like
communications, navigation, monitoring of the environment,
surveillance and research. The NTN mainly comprises of aerial
and space borne elements like satellite systems, High-Altitude
Platforms (HAPS), and UAVs. The dynamic ecosystem formed
by combination of heterogeneous and complex architectures of
terrestrial networks and NTN is also described as Space Infor-
mation Networks (SINs) [103]. Through complementing ter-
restrial network services, NTN aims to deliver highly reliable
and ubiquitous connectivity, global coverage and a wide array
of novel services, such as global IoT, disaster response, and
real-time surveillance in infrastructure-sparse regions. NTN
can be logically divided into three interdependent segments:
the space borne Segment, the air borne Segment, and the
ground Segment. These segments form a hierarchical, multi-
layered architecture requiring dynamic coordination to support
evolving mobility patterns, user demands, and mission-critical
applications.

However, due to rapid progress in digitization and the
reliance of NTN on Commercial Off-the-Shelf (COTS) com-
ponents, open networks, SDNs, and Internet of Space Things
(IoST), the threat surface in these networks are expected to
expand manifold. Due to the complex integration and intercon-
nectedness of diverse communication technologies involved,
and evolving cyber threats, NTN can pose a significant risk
to critical infrastructures, such as national security. Moreover,
these networks are more vulnerable to threats than terres-
trial networks, because unlike the latter, the performance of
NTN are limited by constraints like their longer development
life cycles, limited computational resources, and physical
inaccessibility once deployed. A few of the critical security
vulnerabilities in NTN are,

1) Security and Privacy Threats due to Nature of links:
It is essential that NTN play the crucial role of safeguard-
ing confidentiality, integrity of transmitted data. But due
to the broadcast nature of channels, mobility, extended
coverage and vast distances of transmission, NTN links
are susceptible to unauthorized data interception, eaves-
dropping, and signal jamming [19]. When transmission of
sensitive data is concerned, the vulnerabilities due to the
long distance of propagation raises privacy-related threats
too. Infrastructure-based security practices and conven-
tional security approaches are less effective in practically
dealing with such vulnerabilities especially in dynamic
environments. Therefore, there is the need for lightweight,

2)

3)

4)

adaptive, scalable, advanced encryption security solutions
that can enhance the reliability of NTN transmission links.
One of these solutions is PLS which leverages the ran-
domness of wireless channels to ensure their security and
integrity [104].

System Complexity, Heterogeneity and Interconnected-
ness: The NTN are formed by the complex and deeply
interconnected integration of highly diverse set of commu-
nication networks and platforms, ranging from satellites
to HAPS and terrestrial infrastructures. Each of these net-
works are defined by their unique latency, mobility, and link
characteristics and a weakness in any physical or logical
connectivity can quickly affect the entire network. This
heterogeneity and complexity of networks also increase
the complexity of routing, resource management, and inter-
system orchestration [19, 105]. The rise of mega constella-
tions which are large groups of interconnected satellites, are
creating new cybersecurity challenges. With the extensive
use of COTS components and cost-effective satellite mega-
constellations that rely on open source software and hard-
ware, the dangers of cyberthreats are expected to increase
further. Therefore, it is necessary to find novel frameworks
to ensure security across interoperable, diverse networks
and platforms.

Security in Virtualized Multi-Orbit Architectures: The
integration of multi-orbit architectures and multiple terres-
trial networks by using satellites as routers is necessary
in 6G networks. However, this will lead to new security
risks in the future. In these scenarios, it will be critical
to track traffic across different networks and constellations
and ensure end-to-end security. Further, the adoption of
O-RAN and SDN/NFV in NTN control planes introduces
vulnerabilities such as spoofing, jamming, and cyberattacks
on programmable interfaces [19]. New applications such as
cloudification of space, will require strict security measures
to prevent any malicious code from being executed in space
[106]. Due to rapid progress in the field of optical commu-
nication between satellites and between satellite and ground
station, seamless and always on connectivity between the
ground and the space vehicles is expected. However, this
would require securing of the data transmission through
these ubiquitous links and protecting them from threats in
real-time [107].

Al-Induced Risks: Al plays a vital role in automating
spectrum allocation, beamforming, and fault management
in NTN. However, Al techniques face a wide range of
challenges in NTN due to the unique features of non-
terrestrial environments. The influence of changing at-
mospheric conditions, dynamic connectivity, inability of
conventional Al techniques to adapt effectively to changing
domains, reduced effectiveness of AI models due to con-
straints in transmission of data training sets through limited
bandwidth, are some of these challenges [19]. Among
security-related challenges, adversarial threats such as data
poisoning, model evasion, model theft attacks, inference
related attacks, or physical infrastructure threats, are the
prominent threats that can compromise the network’s in-
tegrity and security [108]. Additionally, ensuring the ro-



bustness, explainability, and transparency of Al models
in critical applications such as satellite communications,
remains a challenge [105]. Therefore, advanced encryption
and Al-based anomaly detection are necessary to enhance
security in Al-driven NTN systems.

5) Authentication Across NTN-Terrestrial Domains: As
NTN evolve, new authentication mechanisms tailored to
cross-domain communication between satellites, marine
nodes, and terrestrial networks will be necessary [15].
Privacy is a major concern in NTN due to collection and
transmission of data across multiple, potentially insecure
domains which necessitate strong encryption and authen-
tication protocols. Privacy is another major concern in
NTN due to collection and transmission of data across
multiple, potentially insecure domains which necessitate
strong encryption and authentication protocols.

6) Lack of Security Standard Measures: Unlike tradi-
tional security measures used for terrestrial systems, non-
terrestrial networks usually prioritize availability and safety
over confidentiality, and integrity aspects of communi-
cation, which will potentially by exploited by attackers.
Moreover, the lack of tracking and mitigating vulnerabili-
ties in NTN will further alleviate the security problem in
these networks.

7) Lack of Cyber Resilience Standards: It is essential for
space and airborne networks to develop comprehensive and
resilient engineering standards to handle unique challenges
that comes with their execution such as faults induced by
radiation, lack of physical accessibility during repairs, and
long term reliability requirements.

8) Quantum threats: To secure non-terrestrial communica-
tions in future quantum era, it is necessary to implement
quantum-resistant techniques such as secure encryption
algorithms and protection of sensitive data such as encryp-
tion keys encryption keys. Moreover, to update encryption
algorithms for satellites during its lifespan, it is essential
to use secure protocols.

There is a need for a strong, scalable and flexible security
solutions to handle the wide range of adversaries that might
attack NTN. Based on these challenges discussed earlier, the
following design principles are essential for a robust and
secure 6G NTN.

1) Secure and Robust AI/ML Models: To ensure tamper-
resistant, explainable, and trustworthy Al decision-making
under adversarial conditions, it is essential to build secured
and robust AI/ML models. Robust AI models in NTN
would be able to reliably function and adapt to unpre-
dictable, dynamic atmospheric conditions and changing
domains without any discontinuity of service [105, 109].

2) Standardization and Interoperability Frameworks: To
enable seamless orchestration across LEO/MEO/GEO
satellites, UAVs, HAPS, terrestrial components, and dif-
ferent open standards involved, strict security assurances
are necessary that meets regulatory standards and provides
interoperability among different cybersecurity frameworks
[108]. To ensure that enabling technologies for NTN
are secured in presence of vulnerabilities such as high

transmission delays, it is necessary to design and test

these networks aided by 6G enabling technologies such

as O-RAN-aided NTN [19].

3) Blockchain-based Authentication: In decentralized NTN
systems, blockchain-can be leveraged to design authentica-
tion, access control and identity management techniques for
verification of user and device identities. Blockchains can
also be used for immutable and transparent data sharing,
which in turn ensures data integrity and secure consensus
in distributed systems [110].

4) Dynamic Security and QoS Enforcement: To support
service-level isolation and strict performance guarantees
with respect to security, in real-time for diverse NTN
applications, traditional security methods are relatively
static. For such demanding scenarios in NTN, dynamic
slicing and security changes that adapt to real-time slicing
is necessary. Such mechanisms can secure independent
slices created and modified in real-time, which in turn is
crucial in enhancing the overall security of the network
under dynamic conditions.

5) Distributed Edge Intelligence and Federated Learning:
To reduce latency and enhance data privacy through local-
ized processing, especially in disconnected environments,
distributed edge intelligence and federated learning can
play a significant role.

6) End-to-End Security Architectures: Tailored to the dy-
namic, multi-segment, and multi-domain nature of NTN,
designing end-to-end security frameworks that includes
secure bootstrapping, trust management, and encryption
schemes are essential [19].

7) Privacy Preserving Solutions: In a network with extended
set of vulnerabilities due to long distances of transmission,
it is important to secure sensitive information transmitted
across. Therefore, it is significant to explore the integration
of privacy-preserving mechanisms like federated learning,
Differential Privacy (DP), semantic communications, and
homomorphic encryption with the security architecture of
NTN.

8) Al-based Cyber Defense: A critical emerging security
measure in the non-terrestrial domain is the development
of Al-enabled autonomous defense systems which mainly
represents self-healing constellations. The satellites with
such a cyber defense system can detect and neutralize
threats autonomously, in real-time and adjusts their de-
fense accordingly. Moreover, satellites can also share these
threats to their neighbor satellites whom they trust. Such
Al-enabled autonomous cyber security systems can poten-
tially mitigate attacks in satellites with faster responses and
can impact the security in NTN networks.

These requirements highlight the necessity for a co-designed

approach combining communications, Al, and cybersecurity

disciplines to realize the vision of resilient and intelligent 6G

NTN.

4) Newer Frequency Spectrum Bands: To cater to the de-
mands of faster data rate, higher capacities, and lower latency,
advanced applications of 6G networks, the incorporation of
new frequency bands, and the overall spectrum management
will become even more crucial. Some of the new frequency



bands that will be extensively used in 6G technology are the
mmWave, THz, and the Optical spectrum bands. During 5G
spectrum sharing, it was found that a lot of the assigned bands
were left underutilized. In 6G, the limitation of resources
and need for higher data rates and capacities is anticipated
to widen, due to which spectrum sharing will have a more
important role to play for better resource efficiency. Due to
the incorporation of the new frequency bands and the spectrum
management features like spectrum sharing, several security-
related attacks may arise in 6G networks. Some of the key
threats and the requirements necessary to counter these attacks
are described below.

1) Security in THz Communication: Incorporating the THz
band into the spectrum would be able to provide a solution
to the limitation in capacity of spectrum resources in future
wireless networks. These communications have a shorter
wavelength than their mmWave counterparts and therefore,
can produce highly directional transmission [111], signifi-
cantly mitigating inter-cell interference and the chances of
the communication being listened to. Although the THz
communications are assumed to be more secure, they are
prone to being intercepted by eavesdroppers during LoS
transmissions. Therefore, to incorporate security features
that can combat these threats, there is a need for physi-
cal layer security techniques [112] that enhance security
features by exploiting the physical characteristics of the
wireless channels.

2) Security in Optical Wireless Communication Technolo-
gies: Optical communication technologies, such as VLC,
LiFi, and molecular communications (MC) [113], will
potentially contribute to increasing the attack surfaces of
6G networks. In VLC or hybrid VLC-RF systems, mali-
cious transmitters can pass undetected. A highly directed
transmitter, that uses optical beamforming techniques, in-
creases the successful attack probability. This would lead
to such networks being vulnerable to jamming or data
modification attacks. When the nodes involved in these
communication technologies are deployed in public areas
and/or are in the presence of large windows in the coverage
areas, they become as vulnerable as RF nodes and suffer
from eavesdropping attacks in the presence of cooperating
eavesdroppers. Similar attacks occur for high-throughput
indoor VLC systems [113].

3) Security in Spectrum Sharing: Spectrum sharing mech-
anisms are required to be designed for optimal resource
allocation, enhance access to resources and enable sharing
of spectrum among multiple stakeholders in a dynamic
environment. While executing this kind of sharing of
spectrum, it is necessary to guarantee fairness, transparency
and security among the participants [30].

5) 6G Massive MIMO: mMIMO systems are a corner-
stone to 6G wireless infrastructure, offering enhanced spectral
efficiency, precise beamforming, and energy-efficient spatial
multiplexing [117]. In contrast to 5G, where mMIMO im-
plementations typically involve fewer antennas and operate
primarily in sub-6 GHz bands, 6G is expected to expand into
ultra-massive arrays in mmWave, THz frequencies, and deeply

integrated Al-driven beam management, to meet extreme
performance goals such as speeds of the order of Terabits
per second (Tbps), immersive connectivity and ubiquitious Al.
These deployments which are also called Extreme mMIMO or
6G mMIMO, although aims to achieve extreme performance
goals, will also significantly contribute to increasing the attack
surface in future communication networks.

This architectural shift heightens vulnerabilities particularly
to adversarial ML attacks targeting channel estimation and
beam prediction. Moreover, the finer spatial resolution enabled
by 6G mMIMO systems intensifies privacy concerns, as it
allows more precise side-channel inferences on user mobility
and data flows than the coarser beamforming architectures typ-
ical of 5G. The increasing complexity and dynamic nature of
6G’s Al-native wireless environments further expand potential
vectors for attack [1].

Key security threats in 6G mMIMO deployments include:

1) Eavesdropping and Spoofing Attacks during uplink training
and downlink transmission, particularly targeting Channel
State Information (CSI) estimation and beamforming pro-
cess [114].

2) Pilot Contamination and Injection, where attackers manip-
ulate pilot signals to corrupt CSI and degrade beamforming
accuracy [118].

3) ML Attacks, including adversarial input perturbation,
model inversion, and poisoning, particularly in Al-based
beam prediction pipelines [115].

4) Side-Channel Inference, which leverages spatial signal
patterns to deduce device location, mobility patterns, or
application profiles [116].

To mitigate these evolving threats, 6G mMIMO systems
require a multi-layered security approach that combines
physical-layer defenses with intelligent control:

1) Physical Layer Security (PLS): Deploy secure precoding,
artificial noise injection, and channel-based key generation
to enhance confidentiality and counter passive eavesdrop-
ping [114, 118].

2) Robust Pilot Design: Employ randomized, encrypted, or
non-orthogonal pilot sequences to mitigate pilot contami-
nation and impersonation attacks [116].

3) Al-Aware Security Hardening: Secure ML pipelines for
beam prediction and channel estimation against poisoning,
model stealing, and adversarial perturbations [115].

4) Context-Aware Beam Control: Dynamically adapt beam
patterns based on environmental sensing and threat profil-
ing to limit exposure to hostile regions [117].

5) JCAS: Integrated sensing capabilities to detect abnormal
spatial activity indicative of jamming, spoofing, or pilot
interference [114].

As 6G moves towards ultra-dense, Al-driven deployments,
real-time distributed threat detection and secure, scalable
mMIMO coordination will become critical. Future research
must bridge the gap between physical-layer cryptography and
system-level resilience, especially in scenarios involving large-
scale antenna systems and Al-augmented radio intelligence

[1].



TABLE II: Summary of Physical Layer Threats, and Security Requirements.
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Figure 9: Intelligent ZTA based 6G Security[30].

The physical-layer threats in 6G networks are summarized
in Table II.

B. Architectural Threats

6G applications would necessitate automated and multi-
lateral security features to support the novel applications
envisioned. In this section we aim to identify the network
and architectural enablers of 6G networks and explore the
security and privacy-related vulnerabilities that might arise
in them [93]. If we compare to the security and privacy
frameworks in 5G networks, 6G networks will require a
framework where security cloudification in 5G will need to
upgrade to security automation in 6G, where zero trust security
would need to enhanced to intelligent zero trust security,
traditional network management and orchestration to ZSM,
high to ultra high confidentiality and integrity, lightweight
security to ultra light security, more real-time and energy
efficient security features)[19].

Some of the potential key technologies that are expected
to define the 6G security architecture are Intelligent ZTA,
ZSM, O-RAN, 6G Network Slicing, Distributed and Scalable
Architectures. We discuss next, the network and architectural
vulnerabilities that will arise from these enablers.

1) Intelligent Zero Trust Architecture (ZTA): In current and
future networks, unlike in the previous generation networks,
the origination of security threats is expected from within the
network [51] in addition to threats from beyond the network
perimeters. Therefore, ZTA is a cybersecurity approach that is
used to address and evaluate the potential risks in a network
and their access/restriction to the network [119]. The core
principle of ZTA is to “never trust, always verify” every
user, device, and application for dynamic protection of digital
resources in local networks [51]. To enable this principle,
features that are essential in ZTA [119] are described below.

(a) The Continuous Diagnostics and Mitigation (CDM) pro-
gram, which monitors the ZTA continuously and predicts
threats based on traffic patterns and exchanges of mes-
sages between devices [120].

(b) The Security Information and Event Management (SIEM)
system, which does real-time collection and aggregation
of information, that creates an organization’s compre-
hensive security posture. Further, by using advanced
techniques like correlation and analysis of security events,
new threats, trends or abnormalities are detected or pre-
dicted within the system [121].

(c) Threat intelligence is a framework that helps an organi-



zation to assess potential security risks to their networks,
previously known threats along with the tactics, tech-
niques and procedures (TTPs) they used, and, emerging
threats which were possibly not identifiable earlier [122].
Threat intelligence can be applied to risk management
solutions such as stakeholder risk analysis, and creating
cyber threat profile. Therefore, collaboration between
these two systems can improve informed decisions and
risk exposure for a more secured system.

(d) The threat models in ZTA are different in ZTA from
the ones in traditional environments, because unlike in
the latter case, where the focus was on the perimeter, in
ZTA, the modeling paradigm has to be redefined such
that, identity is the new perimeter, access is granular and
dynamic, and attack surfaces are abstracted [123].

(e) Defining of access control strategies are necessary
through which the user’s identity is established, and the
user’s privileges for conducting of different operations
involving protected resources, are determined. Strong
authentication for users and devices in critical infras-
tructures, context-aware and continuous authentication,
defining of risk-aware access control, are some of the
prerequisites of access control system in ZTA.

(f) Network segmentation and software-defined perimeters
provides a granular security approach where every con-
nection is treated as potentially hostile, and strict access
policies are implemented, irrespective of their origin.
Furthermore, lateral movement of risks in networks if
compromised, are minimized by implementing network
segmentation [119].

(g) AI/ML-enabled security automation in ZTA enables au-
tomatic detection of threats, development of flexible and
adaptive responses to threats, and provides predictive
performance analysis.

(h) Intent-based policies for security and trust management
using high levels of intelligence, analytics, and orches-
tration are helpful in automatic translation of high-level
objectives in security and trust to specific, low-level
configurations needed to achieve them, eliminating the
need for any manual execution of the individual tasks.

However, the existing ZTA cannot handle new security-related
challenges that will potentially emerge in 6G networks [119,
124]. Some of these challenges include the massive distribu-
tion of diverse devices interacting with the network potentially
will produce a massive workload in posture scrutinization,
the current access-control strategies used to deal with re-
sources and services may not be able to cope with ultra-large
scalability and complexity of 6G networks, the cross-domain
authorization and decentralization of the current, logically-
centralized, trust management system [125] necessary in more
open 6G networks with decentralized architectures involving
multiple domains, and the end-to-end encryption requirements
under resource constrained environments in future networks.
Therefore, it will be useful to embed Al into the ZTA, to
achieve an intelligent security architecture for dealing with
internal and/or external known threats or zero-day attacks
[51]. Embedding intelligence in ZTA can enable supporting of
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intelligent security policies, orchestration of security policies
flexibly and dynamically based on the new scenarios and
developments in the security architecture, configuration of se-
curity functions intelligently to meet the security requirements,
and maintenance of backward compatibility properties [30].

Several centralized and distributed frameworks have been
proposed in [30, 51, 124] for designing dynamic secure access
control architecture through collaborations among domains in
ZTA. A few of the important design aspects of intelligent ZTA
for 6G and future networks are,

(i) Distributed and logical architecture: The distributed and
logical architecture, as discussed in [30], allows for
the design of subsystems that are both flexible and
versatile (as shown in Figure 9) and the core components
of this architecture are Security Policy Engine (SPE),
Security Policy Administrator (SPA) and Security Policy
Enforcement Point (SPEP). The SPE develops security
policies based on inputs of the architecture. The SPA
provides communication path between SPE and SPEP
and to provide both input and output. The SPEP is
involved in providing differentiated security services for
each subsystem. Moreover, to incorporate dynamic secu-
rity principles and new capabilities into the architecture,
a security variable in addition to a system variable is
used. Both of these variables are adjusted to achieve
necessary security policies intelligently.

(ii) Decentralized identity management: The decentralized
identity management provides and maintains a unified
identity system due to heterogeneous frameworks, di-
versified network operators and suppliers of devices.
Decentralized identifiers in the form of digital signatures
are necessary for authentication in local communities
using a local controller. Apart from easing the access
control of diversified UE in 6G networks, this feature
promotes elasticity and scalability of a unified identity
scheme [126].

(iii)) Dynamic trust evaluation: The third aspect of ZTA
design in 6G networks is trust evaluation system. The
trust value in ZTA networks are based on observation of
historical behaviors and values recommended by third
parties. Therefore, the trust of a UE is determined
by the determination of trustworthiness in the home
community through identity, authentication, and self-
evaluation, followed by determination of trustworthiness
in the accessed community, and finally by evaluation
of trust of the guest UE using the two previous values
[127]. ML- based algorithms can be employed to further
evaluate dynamic trust attributes where trust scores
for entities/agents requesting for access to network
resources could be derived from real-time behavioral
analysis of the network traffic data in addition to histor-
ical data. This way a dynamic trust evaluation system
will potentially empower intelligent ZTA to make more
informed and real-time decisions [128].

(iv) ML/AI-based detection mechanisms: Developing intel-
ligent intrusion detection systems based on ML/AI,
can enable continuous learning and adapting to new,



evolving patterns of attack, identification and mitigating
of intrusions and anomalies in the system. For instance,
the integration of the Deep Learning (DL) model called
transformer, enhances anomaly detection capabilities in
ZTA [129], especially in the O-RAN, and thus, strength-
ens ZTA security.

(v) Integration of PQC: With the advent of quantum com-
puting, new challenges are expected to emerge, espe-
cially with respect to safeguarding of sensitive informa-
tion in the network. In these circumstances, it is neces-
sary to evaluate the security vulnerabilities of current
cryptographic frameworks and strengthen the defense
against future potential attacks through the integration
of quantum resistant algorithms to ZTA security models.
A layered defense system with continuous verification
and access controls that constantly adapts to dynamic
changes is essential for preempting and counteracting
sophisticated threats in the era of quantum computing.
That will ensure an overarching and robust security
architecture for future networks [130].

2) ZSM: To handle the exponential growth in volume
of data and increased complexity in future 6G networks,
the emerging paradigm of ZSM, a state-of-the-art network
automation framework originally proposed and updated by
the ETSI [131], offers automated self-management and self-
healing in networks, resulting in reduced human interventions,
enhanced performance and reduced network management costs
[132]. These functionalities by ZSM cannot be offered by
traditional and static Network Management and Orchestration
(MANO) [133] approaches in networks. The diverse network
automation solutions can be realized by leveraging advanced
ML technologies to enable intelligent decision-making in
the management of resources and ensuring the necessary
security of the networks. Unlike traditional ML approaches
which requires significant human intervention, domain exper-
tise and are susceptible to degradation in performance due
to unexpected environmental changes etc. when deploying
and developing ML models, automated ML is considered to
be a promising solution for data-driven network services in
ZTAs of ZSM in handling those challenges [134]. While
allowing network operators to deploy and manage network
configurations with accuracy, reliability and speed, ZSM also
minimizes the risks of security breaches. For e.g., in [135],
ZSM automates the supply chain for securely onboarding
the devices in an IoT network, thereby minimizing human
intervention. This reduces the possibilities of any configuration
error, and ensures that each device is authenticated, securely
booted and checked against any relevant security policies
before it joins the network.

However, technologies that enable ZSM create potential
security risks and can hinder the security-enabling functional-
ities of ZSM. Some of the enablers of ZSM that potentially
create threats within it are Open API, Intents, Automated
Closed Loop, SDN/NFV, AL/ML [132]. Threats due to Open
Al include Man-in-the-Middle (MITM), DoS, Identity attack,
Buffer Overflow, SQL Injection, Script Insertion, Application
and data attack. Threats due to AI/ML are Adversarial attacks,

21

Model Extraction and Model Inversion Attacks. SDN/NFV-
related attacks are Privilege Escalation and Spoofing. Data
exposure and tampering are Intent-related threats. Automated
Closed Loops generates Deception attacks apart from MITM
and Dos attacks.

To protect networks from cyber attacks in 6G networks
with a massive number of heterogeneous mobile devices, the
three main requirements are innovative authentication and
access control solutions, intrusion detection and/or mitigation
mechanisms, and AI/ML-based decision making frameworks.
In 6G networks, the use of traditional cryptography-based
authentication methods, such as device authentication and
IDS, are expected to be challenging because of issues like
distribution and management of cryptographic keys, and com-
putational complexity associated with key generation and de-
tection. Therefore, the design of innovative security solutions,
such as Physical Layer Authentication (PLA), PLS, Physical
Layer Key Generation (PLKG) and Cross Layer Intrusion
Detection Systems (CLIDs) are necessary [136]. PLA schemes
are used to verify the authenticity of network devices based on
their physical layer characteristics [137]. PLS ensures that the
transmission between entities is kept confidential by leveraging
the physical layer characteristics inherent to them, avoiding
the need to share secret keys. PLKG uses the physical layer
properties among entities to extract random keys. CLIDs are
IDSs that integrate information from multiple layers of the
protocol stack to detect and mitigate cyber attacks [136].
Moreover, automating these solutions to automated PLA and
CLIDs is essential for automatic threat detection and authen-
tication in ZTNs in 6G environments. Finally, to safeguard
against unknown and emerging attacks and hence enhance
the security posture of organizations, they must incorporate
AL/ML-based security decisions and updates into the ZSM
framework.

3) Open RAN (O-RAN): O-RAN are central to 6G’s vi-
sion of disaggregated, intelligent and flexible RANSs, allowing
openness and interoperability for multi-vendor ecosystems
[138]. Unlike in 5G, where O-RAN primarily emphasizes
interface standardization and basic virtualization, 6G incor-
porates advanced Al-driven control loops and cloud-native
elements. This evolution increases the risk of real-time manip-
ulation of xApps/rApps and magnifies supply chain vulnera-
bilities across a broader ecosystem. Additionally, the deeper
integration of ML in 6G enables potential inference attacks on
user data flows that are less prevalent in 5G’s less intelligent
architectures. While O-RAN enhances flexibility, innovation
and cost efficiency, it also introduces new security, privacy,
and trust challenges due to the increased attack surface and
reliance on open interfaces [31].

Key security threats include attacks on open and standard-
ized interfaces (E2, Al etc..), manipulation of AI/ML models
within near-real-time and non-real-time control applications
(xApps/rApps), and vulnerabilities in cloud-native infrastruc-
tures such as container breakout and lateral movement [18,
138]. The presence of supply chain vulnerabilities from diverse
hardware/software providers complicates trust management,
raising concerns and risks about firmware backdoors, insecure
update mechanisms, and abuse of exposed APIs [139, 140].



TABLE III: Summary of Architectural Threats and Security Requirements in 6G Networks
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Technology

Purpose

Key Features

Security Challenges

Security Requi

ts / Counter

€S

ZTA [51], [119],
[126], [127],
[130]

Secure, dynamic access con-
trol; assumes breach by de-
fault

Least privilege, continuous
verification, distributed
architecture, decentralized

identity, trust evaluation

Insider threats, MITM, credential
theft, device vulnerabilities, API
abuse, zero-day attacks

Post-quantum  crypto,

AI/ML detection,
SIEM, dynamic trust, game-theoretic ML

CDM,

[136], [137]

ZSM [135], [132],

Autonomous network and
service management

Self-healing/config, ML-driven
ops, reduced human interven-

Threats via Open APIs, AI/ML
model attacks, SDN/NFV exploits,

PLA, CLID, PLKG, automated Al-based intrusion

response, secure onboarding

tion

Intent tampering

with specific QoS/security port

O-RAN /31], Open, modular, intelligent | Disaggregated architecture, AI- | Interface attacks (E2, Al), ML poi- | ZTA, runtime ML monitoring, secure APIs, end-to-
[18], [139], [138], RAN  for  multi-vendor | powered xApps/rApps, cloud- | soning, supply chain threats, lateral | end encryption, trusted updates

[140] ecosystems native infra movement

Network Slicing Logical partitioning of net- | Slice-level control, SDN or- | Cross-slice attacks, resource star- | OAuth, TLS, federated trust, edge privacy (homo-
[26] works into isolated slices | chestration, multi-domain sup- | vation, orchestration hijack, edge | morphic encryption), ML anomaly detection

inference attacks

To mitigate these risks, 6G O-RAN security strategies must
incorporate: (1) ZTA for continuous authentication and autho-
rization. (2) Al-driven threat detection and runtime security
monitoring for virtualized O-RAN deployments.

Additionally, end-to-end encryption, secure update mecha-
nisms, supply chain integrity verification, robust API security,
and Al-based risk mitigation will be essential for scalable and
secure O-RAN deployments. However, challenges remain in
achieving interoperable security across vendors and ensuring
real-time anomaly detection in cloud-based RAN environ-
ments.

4) Network Slicing: Network slicing partitions network
resources into logically isolated virtual networks, each serving
specific QoS and security requirements. Critical security pillars
include performance isolation, robust slice-specific security
policies preventing cross-slice breaches, and comprehensive,
independent management of each slice. Mechanisms such as
mutual authentication via TLS, OAuth-based authorization,
and secure NAS signaling are employed to ensure the integrity,
confidentiality, and control of slice operations.

While this architecture introduces unprecedented flexibility,
it also brings a new dimension of security and privacy risk
due to its reliance on SDN, virtualization, and multi-domain
orchestration [26].

To safeguard network slices, security requirements must
address the unique threats posed by logical resource isolation,
slice multiplexing, and dynamic reconfiguration.

Core threats include:

1) Cross-slice attacks, where adversaries exploit one slice to
access or disrupt another [26].

2) Slice-specific resource starvation, undermining perfor-
mance guarantees in critical services [141].

3) Unauthorized access to slice orchestration functions, risk-
ing configuration poisoning and service hijacking [142].

4) Data leakage and inference attacks, especially at the edge
where slices intersect with Al and contextual user data [21,
143].

In response, the following security and privacy requirements
are essential:

1) Performance and Security Isolation: Enforce strong logi-
cal and performance isolation using SDN controllers and
hypervisors to prevent lateral movement or cross-slice
contamination [26].

2) Slice-Aware Authentication and Authorization: Implement
slice-specific identity and access control using technologies

like OAuth 2.0 and TLS-based mutual authentication [144].
3) Cross-Domain Trust Management: Enable secure orches-

tration across federated slice deployments with distributed

trust frameworks and slice lifecycle attestation [141].

4) Edge-Aware Privacy Protection: Apply privacy-preserving
Al and decentralized privacy policies (e.g., homomorphic
encryption, federated identity) to protect sensitive edge-
processed data [21].

5) Anomaly Detection and Risk-Adaptive Security: Employ
intelligent monitoring and ML-based threat detection to
identify misbehaving slices or side-channel activities in real
time [142].

Emerging frameworks such as RIGOUROUS propose us-
ing slicing itself as a defense mechanism — by dynamically
adapting slice boundaries and access privileges in response
to evolving cyber threats [142]. However, open research
challenges remain in balancing security enforcement with
dynamic reconfigurability and ensuring privacy compliance
across multi-stakeholder infrastructures [143].

The architectural layer threats arising from different en-
ablers of 6G networks are summarized in Table III.

C. Application-Layer Threats in 6G

The 6G applications have very demanding performance
requirements, which are provided by highly complex applica-
tions with highly malicious actors in the network. This leads
to stringent security requirements in these networks. To un-
derstand the security and privacy threats in these applications,
we discuss the threat landscape for digital twins, distributed
learning, V2X, and IoE networks. Although these applications
are not enabling technologies, it is necessary to identify and
find countermeasures for making these applications secure and
resilient, which finally makes them enablers of secured 6G
technology.

1) Digital Twins: In response to the rapidly evolving de-
mands driven by emerging applications such as autonomous
vehicles, smart healthcare, XR, and intelligent industrial sys-
tems, the wireless communication landscape is undergoing
a significant transformation. These applications collectively
represent the IoE, requiring mMTC, URLLC, and considerably
higher data rates, surpassing the capabilities of existing 5G
networks [145, 146]. Consequently, the evolution towards 6G
envisions the integration of communication, computation, and
sensing into a unified and intelligent network framework.



Within this evolving paradigm, Digital Twin (DT) technol-
ogy emerges as a transformative enabler by providing a real-
time, high-fidelity virtual representation of physical entities
and processes. In the context of 6G, DTs have the potential
to significantly enhance wireless systems by enabling precise
simulation, real-time monitoring, predictive optimization, and
adaptive control of network operations [145]. This capability
becomes increasingly critical as 6G leverages higher frequency
bands, such as mmWave and terahertz (THz), which exhibit
susceptibility to environmental factors, signal attenuation, and
propagation uncertainties [147]. DTs, by continuously mirror-
ing real-world conditions, can dynamically adjust system pa-
rameters, optimizing network reliability and reducing latency
in highly variable environments [148].

The integration of DTs within wireless communication
systems addresses several core operational challenges. Firstly,
DTs facilitate the proactive simulation of network behaviours
prior to physical deployment, enabling system validation,
performance prediction, and optimized resource allocation.
Secondly, DTs support real-time fault detection and pre-
dictive maintenance by continuously analyzing data streams
from physical network components. Finally, DT-based virtual
testbeds allow rapid evaluation and refinement of novel com-
munication protocols, network configurations, and operational
scenarios in a safe, controlled, and scalable environment [149].

Moreover, DT technology enables intelligent orchestration
of complex 6G networks, particularly beneficial in areas
such as network slicing, edge computing integration, and
adaptive antenna configurations [150, 147]. For instance, DTs
can simulate various slicing strategies to optimize quality-of-
service (QoS) guarantees and dynamically allocate resources
in virtualized networks [148]. Additionally, DT-driven models
significantly improve spectrum management and interference
mitigation, particularly in dense deployments typical of smart
cities and industrial environments. Additionally, ultra-dense
networks (UDNs) and emerging paradigms like Open Radio
Access Networks (Open RAN) introduce architectural and
operational complexity. While Open RAN fosters flexibility
and vendor neutrality, it also increases integration challenges
and potential vulnerabilities [151]. DTs provide the system-
level visibility and control necessary to ensure performance
and security across heterogeneous and dynamic environments.

As DTs become integral to the realization of intelligent and
connected 6G networks, ensuring their security and privacy is
critical. The extensive use of DTs, coupled with their real-time
data dependency, significantly increases the potential attack
surface, demanding stringent security measures. The remaining
section identifies major threats related to the integration of
digital twins within the 6G ecosystem and outlines the key
security requirements necessary to counteract or prevent these
threats. The complex DT-driven 6G ecosystem introduces
numerous sophisticated threats, some of which are specifically
amplified by emerging technologies. Using the three-layered
architecture discussed in [152], the DT system in 6G can be
composed of three main layers: the Physical Space (PS), the
Intermediate Layer, and the Digital Space (DS). Each layer
faces distinct vulnerabilities and summarized as below: The
Physical Space (PS) Layer represents the foundational tier of
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DT architecture, responsible for real-time data acquisition and
control of Physical Entities (PEs) and their environments via
sensory devices [152]. It also executes commands received
from higher layers and ensures data validation and quality
assurance. Given its direct interaction with the physical world,
the PS Layer is highly vulnerable to a wide range of security
threats that can compromise DT accuracy and reliability. These
threat includes:

(a) Data Acquisition Threats: Multiple attacks target the data
collection process, including data tampering, software-based
exploitation, physical damage to sensors, sensitive data ex-
filtration, Sybil, eavesdropping, objective replication, MITM,
and impersonation attacks [152]. These attacks can degrade
data integrity, delay system responses, or allow malicious
command injections.

(b) Data Validation and Quality Assurance Threats: Adver-
saries may intentionally inject low-quality or unauthenticated
data to disrupt the consistency and fidelity of virtual repre-
sentations in the digital space. This degrades model accuracy,
operational reliability, and simulation capabilities [152, 153].

The Intermediate Layer (P2D) is a pivotal conduit between
the PS and DS layers in the DT architecture. It manages data
synchronization, aggregation, analysis, and decision feedback,
primarily via Physical-to-Digital (P2D) communication [152].
Due to its central role, this layer is exposed to multiple security
and privacy threats affecting system accuracy, confidentiality,
and resilience. The potential threats are summarized as:

(a) Desynchronization Attacks via P2D Communication:
Attackers may interfere with synchronization frequency or
packet timing to break consistency between the physical and
digital spaces. In ultra-low-latency environments enabled by
6G, even minor disruptions can lead to cascading failures
[153].

(b) Communication Poisoning: Attackers may inject poi-
soned data during P2D updates, compromising the reliability
of predictions or control signals sent back to the physical
system [146].

The Digital Space (DS) Layer represents the highest tier
of the DT architecture, where PEs are mirrored as Virtual
Representations (VRs). Drawing data from the Intermediate
Layer or directly from other VRs, this layer facilitates visual-
ization, behaviour, monitoring, decision-making, and inter-VR
communication [152]. As the core of intelligent operations,
the DS layer is critical for analysis and control; however,
it also introduces a substantial attack surface with potential
repercussions on both digital and physical domains. These
attacks are summarized as follows:

(a) Evil DTs (Malicious Clones): Adversaries may create fake
or cloned VRs to impersonate legitimate digital twins, relay
incorrect decisions, or silently gather sensitive data. These evil
twins can disrupt system behavior without triggering alarms
[154].

(b) Identity-based Attacks: Impersonation and Sybil attacks
within D2D communication channels can undermine trust,
mislead decision processes, or facilitate unauthorized access
to shared resources [155].

(c) Free-Riding and Model Exploitation: Selfish or com-
promised VRs may consume DS services without contribut-



ing meaningful information, undermining collaborative intel-
ligence and potentially skewing distributed learning models
[145].

(d) Quantum Hacking Threats: With quantum comput-
ing advancements, attackers may exploit quantum algorithms
(such as Shor’s algorithm) to decrypt traditionally secure com-
munication channels between DT entities and network nodes,
severely compromising sensitive information and undermining
data security assurances [154].

(e) Al-driven Adversarial Attacks: Malicious entities could
leverage Al-based attack vectors, including adversarial ma-
chine learning and model poisoning, compromising the pre-
dictive capabilities of DTs. Such attacks can mislead decision-
making processes or degrade network performance, severely
impacting system reliability and accuracy [154, 155].

(f) Unauthorized Access and Privilege Escalation: Weak ac-
cess control policies could allow attackers to gain unauthorized
entry into DT systems, enabling them to manipulate sensitive
operations or extract confidential data, leading to compromised
system integrity [155].

(g) Synchronization and Timing Attacks: Disruptions in
synchronization between DT and their physical counterparts
through timing manipulation or communication interference
could lead to inconsistent states, causing operational failures
or unsafe conditions, especially in latency-critical 6G applica-
tions [154].

(h) Denial-of-Service (DoS) Attacks: DT systems require
continuous availability; thus, DoS or DDoS attacks can crit-
ically disrupt services by overwhelming computational or
communication resources, severely impairing system avail-
ability and reliability [156]. The integration of DTs with
6G networks unlocks immense potential but also introduces
amplified risks due to the characteristics of ultra-low latency,
Al-native intelligence, and massive connectivity. DTs must be
designed with built-in security features across all architectural
layers, addressing both inherited and emergent threats. Ensur-
ing secure communication between physical and digital spaces,
defending against evil digital twins, resisting quantum threats,
and enforcing zero-trust access are essential steps toward
realizing secure, resilient, and scalable digital-twin-enabled 6G
systems. The successful deployment of DT technology within
6G networks necessitates addressing several stringent security
requirements:

1) Real-Time Data Integrity: DTs heavily depend on con-
tinuous data streams from physical entities, sensors, and
network elements. Ensuring data integrity against manipu-
lation or falsification is crucial to maintaining the reliability
and accuracy of DT simulations and predictions [157, 158].

2) Confidentiality and Privacy: DTs frequently process sen-
sitive personal, operational, and contextual data. Robust
encryption and privacy-preserving mechanisms must be
integrated to prevent unauthorized data access and leakage,
protecting user identities and operational secrets, partic-
ularly in healthcare and critical infrastructure scenarios
[145].

3) Quantum-Resistant Encryption: The anticipated ad-
vent of quantum computing poses a significant risk to
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current cryptographic standards employed in DT data
streams. Thus, DT-based 6G networks must integrate post-
quantum cryptographic techniques to ensure resilience
against quantum-enabled hacking attacks targeting sensitive
communication channels [159, 152].

4) Secure P2D and D2D Communication: DT systems
depend on continuous, high-fidelity communication across
multiple layers. P2D links must be protected against tam-
pering or delay to preserve synchronization between phys-
ical entities and their virtual counterparts. D2D links, used
for coordination among virtual resources, must guarantee
confidentiality and integrity to prevent model poisoning and
data leakage [160].

5) Secure Synchronization Protocols: Synchronization be-
tween physical systems and digital models must be robust
against delay injection, desynchronization, and replay at-
tacks. Protocols must preserve consistency and integrity
despite adversarial attempts to forge or delay updates [145].

6) Al-Driven Adaptive Security: With AI being a core
enabler of both DTs and 6G, adversaries may exploit ML
models through adversarial samples or model inversion.
defense mechanisms must include real-time threat detection
using federated or continual learning to adapt against
evolving attack patterns [146].

7) Zero-Trust Architecture: The pervasive nature of IoT and
edge devices within DT frameworks requires strict access
control policies under a zero-trust model. By rigorously
verifying device identities and continuously validating
trustworthiness, zero-trust architectures significantly reduce
risks related to unauthorized access, privilege escalation,
and supply-chain compromises [153].

8) Data Quality Validation and Provenance Assurance:
Given 6Gs massive data throughput and real-time con-
straints, DTs must enforce strict data validation and prove-
nance checks at the edge to detect injected, redundant, or
low-quality sensor data [145].

2) Distributed Learning: Distributed learning is a decen-
tralized paradigm in which multiple clients collaboratively
train machine learning (ML) models without transferring
their raw data to a central server. Among various distributed
learning approaches, FL is positioned as a critical enabler
for security-centric intelligence in 6G networks as shown
in Figure 10. In contrast to traditional centralized learning
paradigms where data from diverse sources are aggregated
on a centralized server, FL facilitates collaborative model
training directly at the edge nodes (ENs), preserving local data
privacy and significantly reducing communication overhead
[161]. Given the envisioned ultra-dense connectivity, ubiqui-
tous intelligence, and stringent latency requirements of 6G
communication systems, FL. emerges as a promising solu-
tion to securely leverage distributed, heterogeneous datasets
generated at network edges, such as IoT sensors, autonomous
vehicles, smartphones, and industrial endpoints [162, 22].

The drive to implement FL in 6G networks arises mainly
from the need to utilize abundant edge-generated data while
adhering to privacy requirements and respecting data protec-
tion regulations, such as the GDPR [163]. By keeping raw
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Figure 10: The generic framework and training process of FL.

data confined to local devices and transmitting only model
updates, FL mitigates risks associated with data breaches and
unauthorized access, offering privacy by design and robust
security in collaborative 6G-enabled learning ecosystems.

Despite these benefits, the decentralized and large-scale
nature of FL introduces significant security and privacy chal-
lenges. The following section outlines key security require-
ments and analyzes the threat landscape of FL when deployed
in 6G networks. FL, despite inherently preserving data privacy
by design, is not immune to critical vulnerabilities and security
threats, particularly within the context of future 6G networks.
The unprecedented scale, ultra-high density, dynamic hetero-
geneity, and stringent latency requirements envisioned for 6G
significantly amplify existing FL vulnerabilities. As billions
of diverse edge nodes, including smartphones, IoT sensors,
autonomous vehicles, and industrial devices, collaboratively
engage in distributed intelligence, potential adversaries gain
increased opportunities to exploit security gaps, compromise
model integrity, or breach privacy protections [164, 165].

In particular, 6G use cases ranging from semantic sensing
and digital twins to autonomous vehicular systems and ultra-
dense IoT introduce sensitive and mission-critical data flows
that are frequently processed at the edge [23, 166]. In such
contexts, FL becomes susceptible to both performance degra-
dation attacks (e.g., poisoning and backdoors) and privacy
breaches (e.g., gradient leakage and model inversion), which
can compromise the integrity, availability, and confidentiality
of the global model [167]. Broadly, adversarial attacks in FL
can be classified into two main categories, i.e., performance
attacks and privacy attacks [23, 168]. Performance attacks aim
to degrade model accuracy or robustness, while privacy attacks
seek to infer sensitive information from model updates. Under-
standing these attack types and their operational mechanisms
is crucial for implementing effective defenses in FL systems.

Therefore, effectively understanding these vulnerabilities
within FL. becomes vital for securing 6G ecosystems, where
reliability, privacy preservation, and robustness are fundamen-
tal to the envisioned intelligent, ultra-connected digital future.
This subsection explores the critical privacy and security
vulnerabilities of FL in the context of 6G networks. We

highlight essential privacy challenges and the need to protect

client data in untrustworthy environments.

Performance attacks primarily aim to degrade the predictive
capabilities, accuracy, or robustness of FL models. Within
the context of 6G’s heterogeneous edge ecosystems, two
prominent performance attacks include data poisoning and
model poisoning.

1) Data Poisoning Attacks: In a 6G scenario, data poisoning
refers to the injection of malicious or erroneous data by
compromised edge nodes. An adversary may strategically
participate as a legitimate client and insert the manip-
ulated data in the training set. A common example is
label flipping, where attackers intentionally mislabel data
samples, causing incorrect model generalizations without
altering the model architecture itself [169, 170]. Another
form is the backdoor attack, where attackers insert specific
trigger patterns into the data to distort predictions during
model deployment [171]. Such attacks are highly effective
within the large-scale, distributed setting of 6G networks,
where detecting subtle, localized manipulations becomes
increasingly challenging due to massive participation and
data heterogeneity [172].

2) Model Poisoning Attacks: Model poisoning involves ma-
nipulating gradient updates or parameters sent to the aggre-
gator node or peers, directly targeting the integrity of the
global model. In centralized 6G FL with edge aggregators,
this attack can inject targeted or untargeted gradients that
degrade performance or embed adversarial objectives, such
as biased outcomes for specific inputs [173, 174]. Model
poisoning is notably difficult to detect since compromised
gradient updates often closely resemble legitimate con-
tributions, complicating conventional anomaly detection
methods [169, 170].

Privacy attacks exploit shared model updates to infer sensi-
tive data used by participating nodes. Given the sensitivity of
data handled by 6G-enabled applications such as healthcare,
autonomous systems, and personal devices, these threats are
especially critical.

1) Model Inversion Attacks: These attacks attempt to re-
construct private client data from shared model parameters



or gradients. In the 6G context, adversaries can leverage
advanced generative adversarial networks (GANs) and re-
construction algorithms on intercepted model parameters
to closely approximate sensitive datasets, posing severe
privacy risks in critical sectors such as telemedicine and
smart city surveillance [175, 176].

2) Membership Inference Attacks: Membership inference
attacks aim to deduce whether specific data instances
were used in training by analysing gradient updates or
aggregated parameters. Such inference can inadvertently
reveal sensitive individual-level information, significantly
breaching privacy in 6G environments characterized by per-
vasive data collection, such as personal health monitoring
or financial applications [177].

3) Gradient Leakage Attacks: Gradient leakage involves
exploiting information within gradients shared during FL
training rounds. Attackers can reconstruct sensitive infor-
mation from gradients, particularly when the number of
participating devices is limited or data diversity is high,
making this attack particularly potent in the sparse or
selectively connected 6G edge scenarios [177]. Privacy-
preserving methods, including differential privacy or gra-
dient perturbation, are essential to mitigate these attacks.

To ensure the secure, resilient, and privacy-preserving de-
ployment of FL in 6G environments, the following require-
ments must be satisfied:

1) Data Privacy Preservation: FL. must ensure that client
data remains confidential and cannot be inferred from
model updates. DP and gradient perturbation are essential
for minimizing leakage [178].

2) Secure Aggregation and Model Sharing: Communica-
tions between clients and aggregators must be encrypted
and resilient to inference attacks. Protocols like Secure
Multi-Party Computation (SMPC) and Homomorphic En-
cryption (HE) enable privacy-preserving model aggregation
without exposing sensitive intermediate data [179].

3) Resilience to Malicious Clients: The presence of untrust-
worthy or compromised clients necessitates robust aggrega-
tion strategies capable of identifying and mitigating Byzan-
tine behaviour (e.g., poisoning attacks). Techniques such
as Krum, Trimmed Mean, or clustering-based anomaly
detection are essential [23].

4) Post-Quantum Security: With the advancement of quan-
tum computing, traditional cryptographic protocols may
become obsolete. FL systems must integrate quantum-
resistant algorithms to ensure long-term confidentiality of
model updates and aggregation operations [159].

5) Authentication and Trust Management: Client identity
must be verified to prevent Sybil and impersonation attacks.
Blockchain or zero-trust frameworks can enhance trust
across decentralized networks [153].

6) Scalability and Communication Efficiency: Given the
expected scale of 6G edge networks, FL must minimize
communication overhead. Model compression, update spar-
sification, and asynchronous training can significantly re-
duce the bandwidth requirements and energy consumption
of distributed training.
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The impact of adversarial threats in FL within 6G networks
significantly varies based on the complexity, type of attack,
and attacker resources. Given the above challenges, preserving
privacy and security within FL-enabled 6G systems requires
achieving three fundamental objectives: (a) minimizing in-
formation leakage, (b) ensuring data confidentiality, and (c)
maintaining the integrity of distributed model training.

1) Minimizing Information Leakage: Preventing adversaries
from reconstructing sensitive information by limiting in-
ference potential from shared model updates through DP,
which injects controlled noise to safeguard privacy without
sacrificing utility significantly [178].

2) Ensuring Data Confidentiality: Protecting sensitive client
data during aggregation or transmission. Techniques like
Secure Multi-Party Computation (SMPC) and Homomor-
phic Encryption (HE) enable secure computation on en-
crypted data, minimizing the exposure of raw data in
untrustworthy environments typical in decentralized 6G
scenarios [179].

3) Maintaining Learning Integrity: Securing the FL training
process from compromised updates. Robust aggregation
methods, including anomaly detection and secure weighted
aggregation, are vital for maintaining model reliability in
the adversarial landscape anticipated for 6G networks.

3) AI Agents: Al agents are software entities that are
capable of autonomously and iteratively performing tasks and
making decisions based on pre-defined inputs in dynamic
environments. Large language models (LLMs) functioning as
the "brains" are integrated onto Al agents which give them the
capability to interact iteratively with changing environments,
perceive feedback and come to decisions in real-time. The Al
agents are either LLM-based or RL-based agents, and these
two categories of agents form a comprehensive framework
of AI agents that complement each other, where LLMs are
involved in multimodal reasoning and planning while RL lead
to adaptive decisions and dynamic improvements. Although
there has been considerable progress in the development of
algorithms to execute tasks that involve Al agents, the security
and privacy vulnerabilities and safeguarding measures related
to them have been less explored.

Threats on AI Agent System: The threats associated with
Al agent systems can be categorized into (a) RL-related risks
and (b) LLM-related risks. The RL-related threats for Al
agents are unintended behaviours arising from dynamic states
and actions that originate from external dynamic feedback in
an Al Agent System. These unintended behaviours include
undesired, unsafe and unethical outcomes in the security
and privacy of these systems. Some of the security-related
issues include poisoning attacks, imperceptible perturbations
that influence reward functions to act in a way that creates
anomalies in the system. Among privacy attacks on Al agents,
attackers use inverse RL to derive the reward functions and
perform further security attacks. Detecting these attacks is
more challenging because, unlike attacks on LLMs, the target
consists of the reward functions, which are characterized by
numerical signals, making it difficult for humans to detect.
In LLM models, the brain module within the AI agents



is responsible for reasoning, planning and decision-making.
However, the Al agents suffer from reduced trustworthiness
due to less transparency, backdoor attacks [180], misalignment
[181], hallucination [182] and planning threats [12] in the
form of erroneous plans resulting from complex and long-term
planning of tasks. These threats are addressed as LLM-related
risks in the AI agent system.

Furthermore, based on their source positions, the threats to
Al agents can be classified into (i) intra-execution threats, and
(ii) interaction threats. Intra-execution represents the internal
functionalities of a single Al agent architecture and includes
the three key processes of perception, brain, and action. At-
tacks due to perception mainly refer to attacks due to prompts
in AI agents, which are also called adversarial attacks. These
include the prompt injection attacks and jail breaks. Threats
on brain include backdoor, misalignment, hallucination and
planning attacks. The invisible yet complex processes of
internal executions in Al agents, which makes monitoring of
internal states challenging and vulnerable to security threats,
are called actions. The threats on action can be categorized as
either Agent2Tools threats [12] or supply chain threats [183].
Interaction threats are of the following kinds.

(a) Threats on Agent2environment: These are threats due to the
interaction of Al agents with the environment. These threats
arise from dynamic and backward passes, where evolving
states or adversarial feedback manipulate the agents toward
taking unintended actions that are designed by the attackers.
Some of the key environment attacks are indirect prompt
injection attacks, threats due to RL environment, threats due to
physical environment, threats due to Simulated and Sandbox
environment, threats due to computed resources management
environment etc..

(b) Threats on Agent2Agent: In a multiple-agent Al system,
several agents work collaboratively to achieve more com-
plex objectives and superior problem-solving capabilities than
single-agent systems. However, they increase the threat sur-
faces to Al agents. The two kinds of threats these interactions
could create are cooperative interaction threats and competitive
interaction threats.

(c) Threats on Memory: The interaction between memory
and Al agents during the processing of agent usage can
introduce security threats, which need to be carefully managed.
These threats are classified into short-term memory threats
and long-term memory threats. Short-term memory attacks
are due to the limited working memory capacity constraint
of Al agents that prevents complex sequential reasoning and
knowledge sharing in multi-agent systems. Long-term memory
relies heavily on vector databases for storage and retrieval.
Some of the threats that long-term interactions can lead to
are the injection of poison samples into the vector database
by the indexing process, embedding inversion attacks that
reconstruct and extract private information stored in the long-
term memory, and generation threats against hallucinations and
misalignment.

Security and Privacy Requirements: Based on the threat
surfaces on Al agents as explained earlier, the following re-
quirements will be necessary to counteract the risks associated
with these systems.
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(a) Prevention and detection-based strategies: The prompt
injection attacks can be counteracted using prevention-
based strategies and detection-based strategies.
Prevention-based  strategies include paraphrasing,
retokenization [106], use of delimiters [184], employ
layered defense such as sandwich prevention [185],
appending extra instructions to neutralize injected

instructions. On the other hand, detection-based
strategies are calculating perplexity (PPL) [186]
to identify anomalies, analyzing text in smaller

windows for localized issues [106], leveraging the brain
component, for naive detection, validating responses
against task requirements [187], and using known-answer
instructions [12] to confirm adherence to the intended
task.

(b) Enhance robustness of LLMs: Jailbreak attacks due to
weak robustness of Al agents, especially due to LLMs,
can be mitigated using input and output filtering [188]
that enhances the robustness of LLMs. However, these
methods lead to high computational overhead and utility
of the model getting reduced.

(c) Alignment strategies: Hallucination attacks can be
counteracted through alignment, collaborations among
agents, RAG, post-correction of hallucinations, and inter-
nal constraints. The alignment of Al agents is achieved
through supervised methods such as fine-tuning Rein-
forcement learning from Human Feedback (RLHF).

(d) Prevention of planning attacks, Agent2Tool passive
threats and supply chain threats: Planning attacks
in Al agent systems can be prevented by establishing
policy-based constitutional guidelines and human users
constructing a context-free grammar (CFG) as the formal
language to represent constraints for the agent. The pas-
sive mode threats in Agent2Tool are more challenging to
defend, because these attacks are usually the outcomes
of the AI agent’s incomplete development and testing.
Moreover, supply chain threats can be handled by im-
plementing stricter supply chain auditing policies and
policies for agents to use only trusted tools.

(e) Prevention of indirect prompt attacks: The developers
can prevent Al agents from executing external harmful
data by explicitly imposing constraints on the interaction
between Al agents and external entities. The prompt
injection attacks can also be mitigated by enabling the
Al agents to enhance their ability to spot external input
sources. This can be done by the use of secure and
insecure tokens, data marking, encoding, fine-tuning Al
agents for indirect prompt injection, prompt engineering,
and post-training classifier-based security approaches.

(f) Prevention of RL-related attacks: The RL-related at-
tacks can be mitigated using methods such as differential
privacy, cryptography and adversarial learning.

(g) Enforcing ethical guidelines: Rigorous ethical guide-
lines and mechanisms to ensure the responsible use of
simulated environments in Al agents are essential to
counter these threats

(h) Ensure reliable execution through reliable hardware
and software: To counter Al agent-related threats, the



safety and security of the hardware and advanced pro-
cessing of data are critical to avoid or minimize incorrect
actions that might cause irreversible harm.

4) V2X Networks: The successful integration of 6G con-
nectivity with the Intelligent Transport System (ITS) promises
to create a future of highly efficient, well-connected, well-
coordinated and safe mobility networks. 6G V2X will sup-
port a communication network with high mobility and
low latency enabling a comprehensive communication net-
work consisting of Vehicles-to-Vehicles (V2V), Vehicles-
to-Infrastructure (V2I), Vehicles-to-Pedestrians (V2P), and
Vehicles-to-Networks (V2N) communications.

However, necessary advancements in V2X technologies are
required as it will act as an enabling technology in pace with
the 6G era. Due to factors like urbanization, advancement
in technologies and higher standards of living, it is expected
that there will be a rapid growth of autonomous vehicles in
6G V2X networks, which will make it necessary for these
networks to become ubiquitous and more intelligent compared
to the previous generation of networks. Moreover, due to the
rising demand for emerging services in V2X communications
such as 3D displays, holographic control displays, immer-
sive entertainment, wireless brain-vehicle interfacing, and ad-
vanced in-car information, etc. the capacity and performance
limits of these networks will be more challenged than before
[189]. The 6G-V2X networks are envisioned to evolve into
new paradigms of Internet of Vehicles (IoV), Connected Au-
tonomous Vehicles (CAVs), Internet of Vehicles (IoV), Intra-
vehicular communication, and V2V communication, where it
will be necessary for the future vehicles on the road to be
equipped with additional functionalities of precise sensing, en-
hanced computing, communication, self-learning intelligence,
control, storage, and the capability to support ultra-reliable,
hyperfast, ultra-low latency massive data exchanges [112]. To
achieve these goals, advancements in the areas of communica-
tions, computation, and security related to V2X networks are
necessary. Some of the main security threats in 6G V2X are
expected to be due to current limitations in connectivity and
computational performance, and the unpredictable nature of
these attacks [190]. For e.g., although over-the-air software
updates for protection against real-time attacks are being
increasingly standardized, most vehicles fail to receive timely
updates on their onboard systems, which makes them prone
to new security assaults. The vehicles’ limited computational
performance is another drawback in these networks that makes
them more vulnerable to security attacks as compared to
computers/ devices with high computational and processing
capabilities. There are different points of entries in a V2X
systems where the hackers can attack in the next moment,
because of which it is difficult for vehicular manufacturers to
predict these attacks in advance [24]. In 6G V2X networks, in
addition to Dedicated Short-Range Communications (DSRC)
and cellular-based C-V2X technologies that were used in the
previous generation V2X networks, the incorporation of new
frequency bands such as mmWave, optical bands and quantum
communications will create more attack surfaces [191] than
before.

Next, we discuss a few attack scenarios based on the
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CIA3 (Confidentiality, Integrity, Availability, Authentication,
and Access Control) model-based security analysis that will
arise in 6G V2X networks. Some of the pertinent threats in
these networks would be,

(a) Confidentiality-related Attacks: In V2X networks, some
of the threats related to compromising confidentiality in
such networks are eavesdropping [192] and sniffing [15]. By
compromising confidentiality in V2X networks, the attackers
can access user identity and/or track their moving location
information, and use this information for malicious intents
such as stalking or physical attacks [193]. Some of the
confidentiality-related threats expected in 6G V2X networks
are According to ITU the standards that have been defined
as requirements for countering confidentiality attacks are (a)
prevent sharing of information between vehicles, vehicles and
infrastructures, vehicles and road users, with unauthorized
users and (b) inability of any unauthorized entity to extract
and reveal the identity of the concerned individual from any
personal identifiable information they might get access to. Due
to the heterogeneity of involved networks and the application
of novel techniques such as Al, quantum computing [189],
etc., ensuring confidentiality in 6G V2X networks is expected
to be extremely complex and highly challenging. Some of
the solutions to preserve confidentiality in V2X networks
are anonymization [194], pseudonymization [195], using in-
formation other than personal information for identification.
For security and privacy guarantees in 6G V2X networks,
attribute signatures, Multi-Receiver Encryption (MRE), and
message authentication code for authenticating users can be
used jointly [189]. However, using technologies like MRE
would need to meet the challenge of increased processing and
network bandwidth capabilities of the network. Other attacks
that can be a threat to data confidentiality in V2X systems are
physical attacks, which can be counteracted using physical
layer security mechanisms [196].

(b) Integrity-related Attacks: Ensuring the reliability and
accuracy of data exchanged in V2X communications is neces-
sary for the safety and effectiveness of V2X communication
systems, and any tampering of data could lead to potential
accidents and system failures in V2X networks [189]. Some
of the threats compromising integrity in V2X networks are
message tampering [197], timing [198], replay [199], and bush
telegraph. In 6G V2X networks, it will be necessary to verify
the integrity of real-time sensor data and detect and localize
any tampering of data. Blockchain-based multi-layered data
integrity frameworks can store secure and tamper-proof data in
a decentralized and immutable ledger [200]. Such frameworks
would, however, be computationally expensive and would need
to achieve interoperability among various protocols. Future
networks must design evolved digital signatures for V2X
networks to resist attacks such as brute-force attacks [201],
side-channel attacks [202], or other quantum computing-based
attacks, which are generally expected to be prevalent in
6G networks and able to decode any traditionally encrypted
techniques of protecting the integrity of data [198]. Another
important aspect is the standardization of protocols and data
formats in the context of data integrity and interoperability
to support the increasing number of diverse devices that



might participate in V2X networks. Additionally, 6G NR V2X
communication standards [189] developed for 6G networks
will require that the design of this new standard for V2X
networks ensures real-data transmission and their reliability
and security.

(c) Availability-related Attacks: In terms of availability,
ensuring real-time data transmission and high network avail-
ability in 6G V2X communication systems will ensure that the
real-time data is accessible and usable. Some of the threats
towards availability in V2X networks are DoS, malware,
and blackhole attacks [17]. 6G networks are expected to
include new technologies such as Non Orthogonal Multiple
Access (NOMA), RIS, and intelligent beamforming, which
will help attain the future generation QoS in terms of data
availability. However, these networks will have to handle
high-speed, reliable communication services among vehicles
and roadside units. To maintain data availability in such
time-critical and high-mobility environments, it is essential
to incorporate redundancy and fault-tolerant mechanisms to
handle failures of devices/parts of the network and minimize
downtime [203]. QoS mechanisms are essential to incorporate
in 6G V2X networks to ensure that time-critical applications
such a collision avoidance are prioritized. Moreover, ubiqui-
tous real-time monitoring techniques are necessary to support
the growing number of users and handle increasing volumes of
data exchanged without compromising the availability of data.
Finally, the V2X networks must be resilient to interference
from other wireless networks and environmental obstacles.
(d) Authentication-related Attacks: The authentication-
related attacks that can arise in 6G V2X networks are sybil
[204], wormhole [205], and masquerade attacks [24]. The
authentication mechanisms in 6G V2X must be designed to
incur minimum delay to ensure that data is transmitted in
real-time. The authentication mechanisms must protect the
data and key distribution while maintaining anonymity and
resistance to protocol attacks. It will be more challenging
in 6G networks because the authentication mechanism must
be scalable and interoperable with heterogeneous networks
involved. Due to the limited computational resources of ve-
hicles/devices involved in V2X networks, the designed au-
thentication mechanisms need to be resource-efficient and
lightweight. Lightweight cryptographic algorithms, secure key
management, and adoption of digital signature certificates are
some of the techniques to authenticate data and ensure tamper-
proof data transmission in future V2X networks. Blockchain
technology and aggregated signatures could be used indi-
vidually or together for batch authentication in 6G V2X
networks [206]. However, implementing aggregated signatures
is complex and creates performance overhead due to more
computation and communication necessary for the collection
of signatures, which will affect the system’s authentication
performance as a whole.

5) Internet of Everything (IoE) networks: 6G networks will
potentially enable emerging disruptive massive IoT applica-
tions that are beyond the capabilities of 5G networks due to
their inherent limitations. The 6G networks are expected to
support a wide array of devices, and the rapid proliferation
and interconnection of a massive number of 6G-enabled IoT
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devices will likely lead to increased security and privacy vul-
nerabilities [207]. Some of these potential threats are discussed
below.

(a) Lightweight security framework: A significant propor-
tion of 6G IoE devices is expected to comprise ultra-low
power and zero power products where energy is harnessed
from the device’s surroundings. These devices have very
limited resources in which to implement security mechanisms
that typically require computational complexity [30]. Con-
sequently, there is a need to develop a lightweight security
framework with minimum or zero power consumption that
will protect network communication between devices. The
challenge is to ensure the framework offers trustworthy access
and data authorization mechanisms, despite device limitations.
The framework should protect any data transmission from
interception, manipulation, or interference by an attacker and
offer defenses against spoofing and replay attacks. New more
energy-efficient security mechanisms will be needed.

(b) Multi-Party Trust Model: 6G offers an open, distributed
IoE network, integrating multiple domains and entities; un-
fortunately, the security of the network’s channel is not
guaranteed. A new security authentication scheme is required
that applies the zero-trust model. According to NIST, the
meaning of "trustworthiness" in 6G telecommunications is
composed of five aspects: security (confidentiality, integrity
and availability), privacy, reliability, resilience and safety. A
three-way trust model exists between access devices, users and
operators, evolving into a multi-party trust model that includes
multiple terminals, multiple users and multiple network access
nodes.

(c) Data protection and user information privacy: The
evolution of 6G connection technologies is enabling data
transmission protection capabilities to migrate down from the
higher stack layers in order to achieve improved security.
However, the focus on security protection is moving to that
of protection of data and its privacy. This shift in focus is
due to the security requirements of new services. Unautho-
rized access or eavesdropping of services on IoT devices in
IIoT and intelligent logistic scenarios could result in loss
or compromise of essential service information, potentially
resulting in exposing sensitive and private data, violating
privacy or damaging businesses. Recognizing data protection
and privacy as integral elements of the network architecture is
crucial, requiring development of frameworks that address data
protection needs at every layer of the network stack. With the
anticipated use of Al in the majority of 6G sub-systems using
data for network optimization and performance enhancements
etc, ensuring compliance with data protection regulations such
as GDPR will be challenging.

(d) Intelligent orchestration of security features to support
dynamic and diverse services: In order to support intelligent
security policies and to orchestrate the policies flexibly and
dynamically, careful consideration should be given to the 6G
security architecture. The architecture should be able to con-
figure security functions intelligently in order to meet the secu-
rity requirements of diversified subsystems, applications, and
services and to protect data assets. Importantly, the intelligent
security architecture should be based on zero trust. OPPO [30]
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TABLE IV: Summary of Application-Layer Threats and Security Requirements in 6G Networks

Technology

Purpose / Use

Key Threats

Security Requirements / Countermeasures

DTs [152],
[153], [146]

Real-time mirroring of physical
entities for simulation and control

Data tampering, desynchronization,
evil twins, Al and quantum attacks,
impersonation, DoS

Zero-trust access, secure P2D/D2D communication,
post-quantum encryption, provenance validation, adap-
tive Al-based security

DL [164], [165]

Distributed model training with-
out data centralization

Data/model poisoning, model inver-
sion, membership inference, gradient
leakage

Differential privacy, secure aggregation (SMPC, HE), ro-
bust aggregators (Krum, Trimmed Mean), post-quantum
resilience

Agentic Al
[180], [12]

Autonomous performance and
decision making decisions in dy-
namic environments

Security attacks like poisoning at-
tacks, imperceptible perturbations,
and reduced trustworthiness

Prevention and detection-based strategies such as calcu-
lation of PPL, retokenization, sandwich prevention

V2X Networks
[190], [24], [191]

Vehicle-to-everything communi-
cation (V2V, V2I, V2P, V2N)

Eavesdropping, spoofing, replay,
DoS, integrity tampering, Sybil and
masquerade attacks

Lightweight cryptography, blockchain-based integrity,
pseudonymization, message authentication, redundancy,
QoS guarantees, aggregated signatures

IoE [207], [30]

Ultra-connected 6G ecosystem
with low-/zero-power devices

Spoofing, replay, interception, user
privacy compromise, limited device

Lightweight security design, multi-party trust models,
zero-trust architecture, privacy-aware data protection at

resources

all layers

suggest three core components for the architecture; a SPE for
developing security policies, a SPEP component for providing
differentiated security capabilities for each subsystem, and a
SPA for establishing a communication path between SPE and
SPEP and to provide input and output.

The application layer-related threats are summarized in
Table IV.

D. Quantum Threats in 6G

With the advent of 6G, there will be an exponential increase
in speed and volume of data flowing across, accompanied by
highly complex applications running on these networks in real-
time. This will create vast amounts of sensitive data to flow
through these networks. Moreover, due to the distributed and
disaggregated composition of 6G networks, data processing
will occur both at the Cloud and at the network edges. As
a result, points with security vulnerabilities that can cause
catastrophic consequences on the system are expected to
increase to a much larger extent. The current 5G networks use
cryptographic tools which are vulnerable to future quantum
attacks. To protect these systems and the sensitive data flowing
across them, quantum-resistant security in 6G networks is
essential, which is capable of securing data against both
classical and quantum adversaries [208].

Quantum-resistant security is a security framework to coun-
teract against quantum attacks which originate from quantum
computers. Quantum computers can solve computational prob-
lems much faster than classical computers. Although the rapid
development of quantum computers will improve computation
in future networks, they will also be capable of breaking the
current security protocols of telecommunication networks. for
e.g., the Shor algorithm [209] can potentially compromise
popular public key cryptography systems essential for au-
thentication such as the asymmetric key cryptography method
Rivest-Shamir-Adleman (RSA), Elliptic-curve cryptography
(ECCO) or Diffie-Hellman key exchange protocol. This can be
a huge threat to the confidentiality and security of present-day
security frameworks in the future. Although we don’t have op-
erational, fault-tolerant quantum computers yet, they still pose
a real threat to our present networks. For instance, hackers are
already involved in a process called ’store and decrypt’, which
refers to storing data that can’t be decrypted today, but storage

is done for when quantum computers become accessible so
that the data can be decrypted retroactively. Enormous damage
can occur, such as exposing consumer data, data related
to critical communications infrastructures, or data which is
required to be securely stored for a long period, such as in
the case of industries such as government communications,
healthcare, finance, etc.. Therefore, it is urgently necessary to
find solutions to prevent and promptly counteract such attacks
in 6G networks when they arise.

Some of the key aspects of future networks that are
vulnerable to quantum attacks are summarized below.
(a) Authentication at the Core: The Public Key Infrastructure
(PKI) is responsible for authentication at the core of wireless
networks. But PKI is based on RSA and ECC, both of which
are cryptographic protocols that can be compromised through
quantum attacks. Therefore, this will endanger the security of
every device authenticated on a 6G network.
(b) Security in Virtual Private Networks (VPNs):
Traditional VPNs encryptions provide robust security for
communications between core network elements and devices.
However, VPNs usually use RSA or ECC cryptographic
methods, which makes them potentially susceptible to
quantum attacks in the future.
(c) Edge Computing: With the use of diverse and massive
devices and distributed architectures in 6G networks, the
application of edge computing and edge intelligence will be
a defining characteristic of these networks. Therefore, data
processing will be distributed across a massive number of
edge nodes, often closer to the user. These edge nodes will
therefore need to be equipped with quantum-safe encryption
so that the sensitive data related to end users are processed
and transmitted securely.

To prepare the 6G networks for a post-quantum world, the
requirements can be categorized as:
(a) Cryptographic Inventory for Quantum Risk: Crypto-
graphic inventories need to be maintained across networks to
assess each network’s vulnerability to quantum attacks and
prepare for a post-quantum phase. This means identifying all
cryptographic assets, their locations and algorithms used, so
that migration to quantum-resistant options can be executed
with priority when such circumstances arise.



(b) Hybrid Encryption Models: To prepare for a quantum-
resistant network which is also compatible with current net-
works, hybrid encryption models can be designed that com-
bine classical cryptography with post-quantum algorithms.
For e.g., the hybrid approach that uses a quantum-resistant
cryptographic algorithm called CRYSTALS-Kyber for key
exchange while keeping Advanced Encryption Standard (AES)
for symmetric encryption. However, these approaches need to
be managed carefully, especially when migration to a post-
quantum environment occurs, because adversaries can exploit
the weakest link.

(c) Cryptographic Agility: For adapting flexibly to new en-
cryption standards, especially since quantum-safe algorithms
are evolving, it becomes necessary to build systems that
can easily switch between different encryption methods if
required. This is called cryptographic agility, and it allows for
a smooth and secure transition to a quantum-safe cryptography
environment.

(d) Pilot Quantum-Safe Networks: Before rolling out quan-
tum networks, it becomes important to pilot, deploy, test and
evaluate their performance and compatibility, mainly focusing
on critical components like the base stations, edge nodes and
VPN tunnels. This will help in securing these networks and
the critical infrastructures within these networks.

() Quantum Key Distribution (QKD): Most of the encryp-
tion needs for 6G can be handled by PQC. PQC aims to create
cryptographic algorithms which even quantum computers will
not be able to crack. However, QKD that applies quantum
mechanics to develop unbreakable encryption keys, can po-
tentially provide another layer of security for sensitive and/or
high-priority communications

VI. POTENTIAL TECHNOLOGIES TO ENHANCE SECURITY
AND PRIVACY OF 6G NETWORKS

Based on our discussion on potential threat landscape in
6G networks in the previous section and vulnerabilities in 5G
networks, earlier, we have identified a few key technologies
that will potentially support in counteracting security and
privacy-related threats in future networks. In this section, we
discuss them in detail to explore their functional principles,
use cases, and the different techniques expected to be used
within their technical boundaries to handle different threats
in the network. The key technical solutions considered here
are the blockchains and distributed Ledgers, post-quantum
cryptography, physical layer security, and federated learning.

A. Blockchains

Blockchain is a Distributed Ledger Technology (DLT) that
achieves secure, efficient and transparent data interchange and
value transfer through a decentralized approach of providing
immutable, distributed records for user identities. Blockchains
utilize a chain of blocks that store transactions securely and
distributively and these transactions are stored in sequential
order, cryptographically linked and cannot be undone. In 6G
networks, where decentralized environments are expected to
be extensively used over centralized systems, the decentral-
ized nature of blockchains/DLTs can offer high security and
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reliability to the networks and thereby accommodate new use
case scenarios and applications. Apart from enhancing security
by incorporating network transaction records and identity
verification processes into blockchains, they improve speed of
transactions and creates a trust framework that mitigates the
risk of data frauds and tampering. Some of the key potential
benefits of using blockchains in 6G is protecting confiden-
tiality and integrity, guaranteeing of mutual trust, high privacy
preservation, enhance the communication reliability of 6G key
entities and single-failure disruption prevention. The funda-
mental components of blockchain include distributed ledger
structure, cryptographic algorithms, consensus mechanisms,
and smart contracts [210]. Distributed ledgers optimized re-
source management which is fair, traceable and occurs in real-
time. The data security can be strengthened further by using
hybrid and/or lightweight encryption algorithms with key
management mechanisms. Through consensus mechanisms,
blockchains can enhance the network’s resilience by achieving
consistency of the state of the network and trustworthiness.
Smart contracts enable automatic decisions and execution
mechanisms, which leads to faster, more efficient management
of network service response, and strict control of data access
and exchange authorization.

Some of the key benefits of using blockchains/DLTs for
enhancing security and privacy in 6G networks are described
below.

(a) Identity Management: 6G networks will see operators
joining to collaborate and offer seamless connectivity among
users, which will give rise to the challenge of security authen-
tication and authorization mechanisms for identity manage-
ment among multiple trust domains. The centralized identity
infrastructure in limited and trusted domain, cannot support
cross-domain interoperability, diverse data protection laws, di-
verse certification requirements etc. Blockchain-based identity
management that can create a process of verification which is
mutually secured between different networks and their distinct
trust domains, and allows them to operate independent of a
third party of supervision [126]. Pseudo-name management
and decentralized Identity management are two example sce-
narios that are recommended for managing identities among
multiple domains in 6G networks.

(b) Security and Privacy Countermeasures: With 6G networks
having features such as the requirements of extremely high
reliability and massive connectivity among heterogeneous
nodes, it will be necessary for these networks to have highly
intelligent security countermeasures for sophisticated attack-
ers. Blockchains/DLTs can protect the network against eaves-
dropping, hijacking, Sybil attacks owing to its properties of
non-repudiation, transparency,immutability. Moreover, access
control, authentication and accountability in such a demanding
environment will be potentially ensured by executing optimal
constructed smart contracts on the blockchain [15].

(c) Public Key encryption: In 6G networks, to safeguard the
data transmission across the extensive set of interconnected
devices from attacks such as MiTM and eavesdropping, public
key encryptions are essential. It is necessary to securely
manage the public keys used for security procedures because
any compromise of these keys can put the entire system at risk,



leading to the attackers having unauthorized access to sensitive
data and enabling them to impersonate privileged users. By
providing tamper-proof blocks that establish a trust chain for
public keys, blockchains/DLTs offer a decentralized platform
for robust security of data transmission, along with storage
and access of public keys [211].
(d) Mutual authentication: Unlike the mutual authentication
method based on traditional symmetric key approach in 5G
networks, the confidentiality and integrity of 6G networks can
be ensured by implementing blockchain-based mutual authen-
tication mechanisms which assures mutual trust, preservation
of privacy, and countermeasures for single point of failures
etc. [212]. The blockchains support various architectures that
include private, public, consortium and hybrid [213]. The
impact of security attacks on these architectures can vary and
therefore, it is necessary to select the right blockchain for each
6G application to minimize the impact of some attacks [18].
6G networks are anticipated to be able to support a large
number of heterogeneous devices and infrastructures with
improved security and efficiency across a variety of resources,
including spectrum, computational power, and storage [214,
215, 3]. However, a number of trust-related problems that
are frequently overlooked in network designs impede this
objective [216]. Building on its characteristics of decentraliza-
tion, transparency, anonymity, immutability, traceability, and
resilience, blockchain can foster cooperative trust between
disparate network entities and enable features like trustwor-
thy data interaction, efficient resource sharing, secure access
control, privacy protection, and wireless network tracing, certi-
fication, and supervision. The capacity to create a foundation
of trust without the need for centralized management is the
main advantage of blockchain for 6G security. Traditional se-
curity methods depend on trusted third parties, which leads to
single points of failure and frequently prevents cross-network
collaboration [217]. Blockchain, on the other hand, establishes
a distributed trust environment in which network entities can
independently verify information. Secure interactions across
heterogeneous networks owned by various operators, vendors,
and service providers are made possible in 6G environ-
ments by blockchains [218]. Blockchain generates immutable
records of security-related events, transactions, and conditions
that all involved parties may independently confirm. While
cryptographic techniques preserve the required privacy, this
transparency increases security visibility. For spectrum shar-
ing challenges, blockchain offers transparent, tamper-proof
records of spectrum allocation and usage [184, 219]. This
allows for effective dynamic spectrum access across several
operators while preventing unauthorized access. Without any
centralized coordination, smart contracts can ensure regulatory
compliance and automate spectrum trading. For ultra-dense
networks with massive connectivity, blockchain enables de-
centralized authentication and authorization systems that scale
horizontally instead of depending on centralized servers. This
addresses the distributed access authentication requirements
identified for ultra-massive connection in 6G networks [3,
220]. In JCAS scenarios, blockchain can preserve consent
registries for sensing operations and guarantee the authenticity
of sensing signals. This satisfies a number of JCAS security
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factors, which include preventing the leakage of sensing infor-
mation and authenticating the origin of sensing signals [206,
200]. For O-RAN and network slicing security, blockchain can
provide secure cross-slice resource sharing while confirming
and enforcing network slice isolation. Comprehensive security
monitoring across dispersed network components is supported
by the immutable audit trails in blockchain [221, 222].

B. Post-Quantum Security

Although 5G and 6G networks are designed for real-
time performance that supports critical tasks like autonomous
mobility, remote surgery, and industrial control, they of-
ten involve the continuous exchange of sensitive operational
data, including command signals, status telemetry, and sen-
sor streams[223, 3]. Even though this data is short-lived in
transmission, it is frequently logged, analysed, or retained for
auditing, diagnostics, or compliance, making it an attractive
target for harvest-now, decrypt-later attacks[224]. In such sce-
narios, adversaries intercept encrypted traffic today, planning
to decrypt it in the future once large-scale quantum computers
become viable. This threat is driven by quantum algorithms
like Shors, which can efficiently break public-key schemes
such as RSA and ECC [225, 226]. Since these cryptosys-
tems underpin authentication, key exchange, and integrity in
current mobile networks [227, 228], attacking them using a
quantum computer would undermine the entire trust layer. To
address this, two quantum-resistant approaches are emerging:
PQC, based on hard classical problems, and QKD, which
ensures secure key exchange using quantum physics [229,
230, 231]. These technologies offer complementary defenses
and will be further discussed in the following sections. QKD,
as the the most developed application of Quantum Com-
munications, offers a fundamentally different approach to
security by leveraging quantum mechanical principles such
as superposition and measurement-induced disturbance [230].
It enables two parties to establish shared symmetric keys
(used for information-theoretic encryption) based on Heisen-
berg’s uncertain principle even in the presence of quantum-
capable adversaries [232, 233, 234]. QKD protocols are cat-
egorized into several families: discrete-variable (DV) QKD,
including BB84 [232], decoy-state [235], and measurement-
device-independent (MDI) QKD [236]; continuous-variable
(CV) QKD, which utilizes standard telecom hardware [237,
238]; and twin-field (TF) QKD, which surpasses traditional
repeaterless limits [239].

Advancements in integrated photonics [240, 241, 242, 243,
2441, low-noise single-photon detectors [245], and quantum-
dot-based photon sources [246, 247] are enhancing the feasi-
bility of QKD, particularly for 6G systems that demand scal-
able and energy- efficient solutions. However, long-distance
QKD still relies on trusted nodes, which are unsuitable for
dynamic, federated 6G networks [248]. Overcoming this limi-
tation necessitates the development of quantum repeaters, en-
tanglement distribu- tion, and memory-based relays [249, 250,
251]. Recent progress includes spin-photon interfaces [252],
long-lived quantum memories [253], and multi-kilometer re-
peater links [254]. These are motivated by ultimate bounds



like the PLOB limit [255] and guiding the development of
advanced repeater-based quantum networks [256].

The maturity of QKD deployment is evident in testbeds
such as SECOQC [257], the Tokyo QKD Network [258], BT’s
UK trials [259], satellite-based demonstrations [260], and the
recent feasibility study over a 224 km undersea link between
the UK and Ireland [261]. Standardization efforts are advanc-
ing through organizations like ITU-T, ETSI ISG-QKD, and
ISO/TEC JTC 1 [66, 262, 67], aiming to establish interoperable
and certifiable frameworks. These experimental and institu-
tional initiatives indicate a broad momentum toward QKD as a
foundational layer in secure 6G communications [263]. While
QKD is already viable in high-assurance backbones, scaling
it remains a priority as networks transition toward virtualized,
latency-critical 6G architectures. Recent advancements include
the demonstration of twin-field QKD over 600 km [264], and
the development of simplified transmitters for modulator-free
QKD [265].

While QKD provides long-term security grounded in quan-
tum physics, it faces deployment challenges in large-scale
6G environments [266]. In parallel, PQC offers algorithmic
alternatives to RSA and ECC, designed to resist attacks from
quantum computers [267, 268, 269]. PQC includes diverse
families: lattice-based (Kyber, Dilithium), code-based (Classic
McEliece), hash-based (SPHINCS+), multivariate (Rainbow),
and isogeny-based (SIKE) [267, 269]. NISTs selection of
Kyber and Dilithium for standardization [268] has accelerated
adoption, with PQC already being piloted in 5G infrastructure,
VPNs, TLS stacks, and embedded IoT modules [268, 270].

However, PQC still relies on hardness assumptions and thus
lacks unconditional security. To hedge against this limitation,
hybrid architectures that blend PQC with QKD are gaining
momentum [271, 272]. In such designs, the two techniques
can run in parallel on the same network. QKD distributes
symmetric keys between trusted backbone nodes while PQC
authenticates, negotiates sessions, and protects traffic that
reaches mobile or otherwise untrustworthy devices [272, 273].
In addition, they can be stacked on a single link, with QKD
continuously refreshing payload-encryption keys and PQC
supplying an independent key-exchange and signature layer, so
that the compromise of either mechanism alone cannot break
end-to-end security [274, 275].

Moreover, the field faces a pressing challenge: designing
a coordinated migration path from current public-key sys-
tems to quantum-safe alternatives [276, 277]. Given the long
operational lifespans and interdependencies of telecom and
critical infrastructure, migration strategies must be risk-aware
and flexible. The concept of crypto-agilitythe ability to replace
cryptographic algorithms without redesigning entire systemsis
therefore essential [277, 278].

C. Physical Layer Security

PLS aims to secure wireless communication at the lower
physical layer by exploiting the inherent characteristics and
randomness of the wireless communication channel itself,
such as fading, noise, and interference, dispersion, and di-
versity, rather than relying solely on classic cryptographic
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methods [279] that assume computational hardness of one-way
functions, assume eavesdroppers have limited computation
power, and are implemented at higher layers. If an adversary
knows keys for encryption or can invert such functions (e.g.,
use quantum computing),then the systems that deploy the
cryptographic algorithms are not secure. To address these
challenges, longer keys, and more complex key generation and
management are required. All these will add up to the cost
and may cause more waste of resources, but they still cannot
guarantee absolute security. The extra complexity of longer
keys and new algorithms will also need more computation
power and add extra delay, which may make it difficult or even
impossible to be deployed in resource-constrained, power-
limited, or latency-sensitive devices, such as massive low-cost
IoT devices in 6G.

Due to enhanced security requirements for highly diverse
applications, strict QoS demands such as ultra-low latency and
extreme high reliability for XR and remote surgery, highly dy-
namic and heterogeneous wireless networks, massive number
of low-cost IoT sensor devices, and evolving threats (such as
from AI/ML) in 6G, PLS is emerging as a complementary
approach to add an extra layer security. PLS can resist some
physical layer attacks such as spoofing, eavesdropping, and
jamming (while conventional cryptography is not able to do
s0), can be key-less (so no complex key management), is
quantum-resistant (because it is not based on computational
hardness), and has low computational complexity and latency
which makes it intrinsically suitable for IoT devices and
heterogeneous wireless networks in 6G.

For PLS, we consider a general system model illustrated in
Figure 11 where a transmitter (Alice) sends a message X"
of length n, encoded from a plaintext M, to its intended
receiver (Bob) through a main channel, while Bob receives
Y™ and decodes it to get a corresponding M. Alice and Bob
are the legitimate transmitter and receiver. At the same time, a
malicious eavesdropper (Eve) receives encoded messages Z"
through a wiretap channel [280]. The link between Alice and
Bob is called the Transmitter-Receiver (TR) link and the link
between Alice and Eve is called the Transmitter-Eavesdropper
(TE) link. PLS aims to ensure that Bob can successfully
decode the signal (M = M) while preventing Eve from
doing so. PLS often assumes the eavesdropper has unlimited
computational power (instead of computational complexity
assumptions) and is based on information-theoretic security or
unconditional security [281], a paradigm of security focusing
on the fundamental limits of information leakage based on
information theory [282]. It aims to provide security that is
provably unbreakable regardless of the eavesdropper’s com-
putational resources, such as Shannon’s perfect secrecy [282]
(where the eavesdropper cannot gain any information by ob-
serving received signals Z" or mutual independence between
M and Z™), weak secrecy [280] and strong secrecy [283] (or
statistical independence and asymptotically secure).

PLS techniques for confidentiality. In general, PLS
techniques are categorized into key-based and key-less
(Signal-to-Interference-and-Noise Ratio or SINR-based) ap-
proaches [284].

Key-based PLS techniques rely on spatially and temporally



34

Transmitter Receiver
M X" Yy" M
—> Encoder > Main channel » Decoder ——>
Alice Bob
zn W
> Wiretap channel > Decoder ——>
Eve

Figure 11: A general model considered in PLS.

channel decorrelation, reciprocity, and randomness (variation)
in communication channel, including Shannon’s pre-shared
secret keys [282], secret key generation in the presence of
a passive eavesdropper [285, 286, 287] or an active eaves-
dropper [288] even when Eve’s channel is less-noisy than
Bob’s main channel, secure key agreement protocols [289]
to use Low-Density Parity-Check (LDPC) code and multi-
level coding. These work form the foundation for secret key
agreement using PLS and bridged the gap between PLS and
classic cryptography to use the physical layer as randomness
source for secret keys. In terms of randomness source, the
variations used for the key extraction include fading, interfer-
ence, dispersion and noise that exists in reciprocal wireless
channels; channel Received Signal Strength Indicator (RSSI),
CSI, channel phases, multipath channel angles, and channel
response such as unclonability in Physically Unclonable Func-
tion (PUF) [290, 291]; multiple antennas, such as MIMO, to
increase common randomness for legitimate users.

Secure communication can also be achieved through a vari-
ety of Signal-to-Noise Ratio (SNR) or Signal-to-Interference-
plus-Noise Ratio (SINR) based key-less PLS techniques.
Wyner’s wiretap channel model [280], where the eavesdrop-
per’s channel is (probabilistically) degraded or noisier (lower
SNR) than the main channel, lays a foundation for key-
less security. For 6G related wireless communication, the
Gaussian wiretap channel or Additive White Gaussian Noise
(AWGN) [292] is the most basic model where Alice sends
a confidential message to Bob over a main AWGN channel,
while Eve receives the same transmission over a separate
AWGN wiretap channel. The main and wiretap channels are
characterized by their respective channel gains and noise vari-
ances [293]. Other wireless wiretap channel models include
Multi-Antenna (MIMO) wiretap channels [289], fading wire-
tap channels [289, 293], channel with partial CSI, and other
more complex channel models such as non-degraded broad-
cast channel [294] for multi-user scenarios, multiple access
channel [295] (where multiple transmitters send message to a
single receiver), interfere channel [296, 297] (where multiple
TR links transmit messages at the same time and interfere
each other), and relay channel with trusted and untrustworthy
relays [298, 299].

Key-less PLS techniques can be classified into channel code,
channel adaptation, and artificial injection (of noise, jamming,
and interfering) [284, 300]. Error correction codes, LDPC
codes [301], lattice codes [302], polar codes [303], and spread
spectrum coding [304, 305] are some investigated channel

code schemes. Adaptation techniques include adaptive coding
and modulation, optimal power allocation, beamforming, pre-
coding, antenna selection, waveform and pulse shaping, and
adaptive interleaving etc. Artificial injection uses noise [306,
307] or jamming [308, 309] interference to make the condition
of TE links worse while not affecting the TR links. Injection
methods can be time-domain, frequency-domain, or space-
domain based [284, 300].

PLS for authentication, identification, and availability.
While a large amount of work in PLS target at confidentiality,
the PLS techniques to achieve authentication, identification,
and availability have also received considerable attention to
verify the identity of communicating entities by exploiting the
inherent properties of the physical layer. The majority of work
leverage the uniqueness and reciprocity of the wireless channel
between two legitimate parties to verify their identities such
as CSI [310], Received Signal Strength (RSS) (similarity and
temporal variation based [311]), and location [312]. Hardware
characteristics can also be used to identify users or devices
such as RF fingerprinting [313] and PUF [314]. Identification
and authentication can be achieved with confidentiality to-
gether, for example, through watermarking and jamming [309].
Auvailability allows authorized users to access and maintain
communication whenever required, and its violation often
results from the DoS attacks. Techniques include Frequency-
Hopping Spread-Spectrum (FHSS) [315] to continuously and
rapidly change the central frequency following a random (but
known to the legitimate receiver) pattern (so a jamming attack
cannot disrupt the transmission) and Direct-Sequence Spread-
Spectrum (DSSS) [316] to spread the spectrum of signal over
a wide frequency bandwidth using a pseudo-noise (PN) code,
which makes the jammer much hard to disrupt the transmission
due to a much higher power required.

PLS in emerging technologies and use cases in 5G
and 6G. PLS has been already investigated and applied to
emerging technologies such as VLC, Cell-free massive MIMO
(CF-mMIMO), RIS, THz, NOMA, NTN, and mMTC etc.,
and new use cases such as UAV [317], Body Area Network
(BAN) [284], V2X [318], and IoT, for 5G and 6G.

CF-mMIMO is vulnerable to active eavesdropping attacks
such as active pilot contamination attacks [319, 320] where an
(single-antenna) active eavesdropper sends an imitated legiti-
mate user pilot sequence during the uplink training phase to
contaminate the channel estimates at the Access Points (APs),
which results in the downlink precoders at the APs to use the
contaminated estimates and misdirect the APs to beamform



secure information toward the active eavesdropper instead of
the legitimate users. The attack causes a substantial secrecy
rate loss [320]. Various PLS approaches have been proposed
to mitigate the attacks, such as a more accurate channel estima-
tion algorithm [321] that is based on non-overlapping angle
of arrival between legitimate users and Eves to differentiate
them (so mitigate the impact of the pilot contamination),
the use of fingerprint positioning to estimate the location
of users and Eves [322], the consideration of information
transmission with energy transfer together where an active
eavesdropper can also actively harvest energy [323], and the
leverage of RIS to limit information leakage [324]. While these
work consider a single-antenna active Eve, [325] proposes a
precoding optimization in CPU to use the partial CSIs (shared
by APs) of serving users for the maximization of the secret rate
under required minimum rate for users and power constrains
of APs, in the context of a user-centric approach to deploy
CF-mMIMO in the presence of more challenging multiple
collusive Eves. The simulation result of the work indicates
user-centric is promising to implement CF-mMIMO securely.
[326] considers downlink secure transmissions for a UE-
centric model where each UE is served by a subset of APs in
scalable CF-mMIMO in the presence of multiple passive Eves.
The work evaluates the secrecy performance for two fading
channels using a stochastic geometry approach where the
locations of APs, UEs, and Eves are modelled as independent
homogeneous Poisson point processes. Its simulation results
show that the existence of an optimal design for the density
of APs and the number of antennas for each AP to achieve
the best secrecy transmission rate, with a further improvement
using artificial noise injection. For some applications, such
as healthcare information systems, that require a safe zone
(e.g. a hospital), PLS can be integrated with CF-mMIMO
to use precise beamforming towards legitimate users in the
zone and amplify artificial noise outside the zone towards
Eves to maximise the secret rate, as presented in [327]. Other
work [328, 329] exploit secure communication in CF-mMIMO
using hardware impairments such as distortion of oscillators
and phase noise.

VLG, offering a large available frequency spectrum and high
data rates, has inherent security benefits thanks to confined
light signals within physical areas and challenges due to its
open and broadcast nature. PLS for Radio Frequency (RF)
wireless networks can be adapted to address these challenges.
[318] gives a comprehensive review of the applications of
PLS in VLC and discuss secrecy performance in different
wiretap system models for MIMO, Multiple-Input Single-
Output (MISO), Single-Input Single-Output (SISO), and hy-
brid RF/VLC when considering both single-user and multiple-
user scenarios in the presence of (one or more) Eves. While
multiple light sources are usually required for multiple-user
VLC, [330] proposes a relay-aided and cooperative jamming-
based PLS scheme for the specific scenarios with only a single
light source. To analyse security performance, the locations
of relays and Eves are modelled as Poisson point processes.
Monte Carlo simulations are used for evaluation. VLC can also
be implemented using RGB LEDs where communication is
secured against eavesdropping attacks using watermarking and
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jamming in separate red and blue light channels [331] while
jamming can be aided by RIS [332]. The use of RIS to assist
PLS in indoor VLC systems using beamforming-optimization,
interference-management, and intelligent-signal-manipulation
is reviewed in [333]. The minimum secrecy rate and the
minimum secrecy energy efficiency can be maximized by
jointly optimizing VLC AP power allocation, RIS association,
and RIS elements orientation angles in rate-splitting multi-
ple access and power-domain NOMA schemes, as presented
in [334].

THz can achieve very high data rate and use extremely
directional and narrow beams, which helps to reduce the areas
where Eves can locate to intercept messages. If, however,
Eves locate inside the narrow beams or around the legitimate
receivers, they can still eavesdrop the transmission messages.
THz is also blockage-prone [335]. So an active Eva may
intentionally block parts of transmission links and have impact
on availability. To protect against such attacks and provide
robust security measures, PLS techniques can (1) leverage
unique THz channel properties for security such as abundant
spectrum [335], frequency- and distance-dependent molecular
absorption loss [336], and channel sparsity [337], and (2) en-
hance security by signal processing, such as further beamform-
ing [335], RIS-assisted beamforming [338], frequency diverse
array (FDA)-based beamforming [335], and Deep Neural Net-
work (DNN)-based and Artificial Noise (AN)-assisted [339].

The non-orthogonal nature of NOMA, while offering spec-
tral efficiency gains through sharing, introduces unique secu-
rity challenges (e.g., Eves can intercept more signals, poten-
tially leading to a greater leakage of confidential information
due to spectrum sharing, and strong users can decode the
signals of weak users by successive interference cancellation
- SIC [340]), concerning external passive eavesdropping and
particularly internal active eavesdropping (by normal or strong
users) [284]. PLS offers an efficient and cost-effective alter-
native or complement to upper-layer cryptographic techniques
for securing NOMA communications. It provides a set of
NOMA specific techniques, such as leveraging multiuser in-
terference to degrade Eves’ reception capabilities, intelligent
power allocation, beamforming, signal transformation, user
scheduling and grouping, cooperative nodes and relays, and
integration with other emerging technologies like RIS [341],
to address these vulnerabilities and ensure secure communi-
cation in NOMA-based wireless network [340]. AI and ML
techniques are being increasingly used to optimize PLS strate-
gies in NOMA, particularly for complex tasks like dynamic
resource management, power allocation, user grouping, and
identifying potential security threats [340].

PLS offers a promising approach to enhance the security
of IoT systems by addressing the unique challenges related to
resource constraints (limited processing capabilities, storage
memory, and battery power), scalability, heterogeneity, and
wireless communication inherent in these networks. By lever-
aging the physical characteristics of the communication chan-
nel, PLS can provide lightweight (less overhead and simple en-
coding techniques), energy-efficient, low-latency, and adaptive
security solutions, often without the complexities of traditional
key management. Most PLS techniques discussed previously



can be applied to IoT systems. The survey papers [342, 343]
give a review of the application of PLS in IoT. Keyless PLS
techniques avoid the challenges of secret key management and
distribution, which makes them particularly suitable for large-
scale and resource-constrained IoT devices. These devices can
cooperate together to achieve secrecy requirements [343], such
as cooperative jamming [344] and secure relay selection [345]
to allow low-power IoT devices to combat more powerful
eavesdroppers.

Al and ML are playing an increasingly significant role
in PLS, offering new possibilities for enhancing security in
wireless communication systems, particularly in the context
of 6G and beyond [346]. It could involve the integration of
AI/ML with PLS in air interfaces and system models, shared
key agreement in O-RAN, intelligent codebook generation,
detection and optimization, low-latency secure information
exchange (such as in ultra-reliable low-latency communica-
tion) [347], intelligent physical layer authentication [300],
secure resource allocation [340], attack detection and de-
fense [346], context-aware security [348], intelligent physical
layer key generation [346], to name a few.

D. Federated Learning-based Privacy Securing Techniques

To address inherent privacy and security vulnerabilities
within FL in the context of 6G networks, several advanced
defense mechanisms are being actively explored. These in-
clude privacy-preserving cryptographic solutions, differential
privacy techniques, robust aggregation, and trusted computing
frameworks.

(a) Privacy-Preserving Mechanisms

(i) Homomorphic Encryption (HE): HE facilitates com-
putation on encrypted data without decryption, preserving
confidentiality during collaborative training. In 6G FL, HE
allows edge nodes (ENs) to transmit encrypted model updates,
enabling secure aggregation at server-side without revealing
local data [349, 350].

(ii) Secure Multi-Party Computation (SMPC): SMPC en-
ables multiple clients in 6G networks to collaboratively com-
pute global models without exposing individual local datasets.
Each client’s data is partitioned into secret shares, computed
securely in a distributed manner, significantly enhancing pri-
vacy in decentralized 6G architectures [351, 352].

(iii) Differential Privacy (DP): DP ensures robust privacy
protection in 6G FL by adding calibrated noise to model
updates, effectively mitigating inference and reconstruction at-
tacks. Due to lower computational demands, DP is particularly
suitable for resource-constrained 6G edge environments.

(iv) Federated Knowledge Distillation (FedKD): FedKD
transfers knowledge from sophisticated global models to
lightweight local models, enhancing computational efficiency
and reducing communication overhead, essential for latency-
sensitive 6G applications [353, 354, 355]. FedKD employs
gradient encryption and compression, significantly reducing
sensitive information leakage.

(v) Trusted Execution Environments (TEEs): TEEs provide
hardware-enforced secure enclaves for computation, ensuring
the integrity and confidentiality of model updates and training
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processes in 6G FL scenarios. Frameworks like IntelSGX
[356] and PPFL [357] leverage TEEs for robust protection
against tampering and unauthorized access, essential for criti-
cal applications such as healthcare and autonomous systems in
6G networks. TEE is leveraged for implementing the privacy
of data during computation using confidential computing.
Confidential computing is a means to secure sensitive work-
loads of data and AI models in use, apart from data at rest
and in transit. The advantage of confidential computing over
traditional encryption is that it ensures the privacy of data
undergoing computation [13], whether it is in untrustworthy
environments like the cloud, the hybrid cloud or on-premises.
(b) Defense against Model and Data Attack: In addition to
privacy-preserving methods, several defense mechanisms aim
to enhance model robustness against adversarial manipulations
in FL. These techniques focus on detecting and neutralizing
malicious updates, ensuring the reliability and stability of the
global model.

(i) Anomaly Detection: Anomaly detection methods identify
malicious updates through statistical and machine-learning-
based techniques, which are crucial in the highly dynamic 6G
FL environment. Techniques such as LoMar [358], Federate-
dReverse [359], and DDaBA [360] provide adaptive detection
capabilities, enhancing global model resilience against data
poisoning and model poisoning attacks.

(ii) Robust Aggregation Techniques: Robust aggregation
strategies like Multi-Krum [361], FoolsGold [362], and
clustering-based methods address vulnerabilities arising from
malicious or anomalous client updates in heterogeneous 6G
edge devices. These methods maintain aggregation integrity,
ensuring stable performance across decentralized and diverse
FL deployments.

(iii) Model Pruning: Pruning reduces the complexity and
attack surface of FL models by eliminating redundant or
insignificant parameters, enhancing robustness against adver-
sarial manipulations [363, 364]. Structured and unstructured
pruning techniques minimize computational and communica-
tion overhead, critical for efficient deployment on resource-
constrained 6G edge devices [365, 366].

(iv) Regularization: Regularization approaches stabilize FL
training by penalizing overly complex or suspicious client
updates, significantly mitigating the impact of model poi-
soning and data poisoning attacks. Techniques such as local
self-regularization (LSR) [367] and contractible regularization
(ConTre) [368] reinforce the robustness and generalization
capabilities of 6G FL models, addressing data heterogeneity
and adversarial threats.

E. Discussion and Future Research Problems

In the previous sections, we explored the security and
privacy vulnerabilities that are expected in 6G networks,
starting from threats inherent in pre-6G networks, threats due
to new architecture of 6G networks and threats expected in
each enabling technologies. Based on this analysis of the threat
surfaces, in the current section, we focused on specific key
technologies that will potentially enhance security and privacy
aspects in 6G. However, several new research studies will



arise due to the incorporation of these technologies in 6G
frameworks. We explore these future research ideas in this
subsection.

(a) Blockchains: To incorporate intelligence and adaptability
in the security of 6G networks, future research could explore
the integration of AI and blockchains. Some areas where
these two technologies can combine are applying machine
learning techniques for the selection and processing of data
in blockchain nodes, use blockchains and Al together for
intelligent network management and security mechanisms etc.
[210]. As 6G networks would encompass the terrestrial, space,
aerial, underground, and underwater, the design of the security
and privacy aspects of these networks is pivotal. Thus, it is
necessary to devise new consensus protocols that are more
secure, efficient, and privacy-preserving, and aligned with the
demands of these networks. Some of the pertinent research
areas related to this aspect are to enhance the resilience and
interference resistance of consensus protocols by leveraging
cryptographic techniques, designing innovative consensus pro-
tocols adaptable to the new 6G architecture, and creating ways
to expedite blockchain transactions and data processing while
keeping the strict security prerequisites intact [369]. The tra-
ditional public key encryption algorithms prevalent in current
networks will become vulnerable to attacks in the future when
quantum computing technology is used extensively. Therefore,
a significant research direction is to explore the integration
of blockchain with quantum security technology to enhance
network security for 6G networks [370]. For instance, explor-
ing the use of encryption methods based on QKD to improve
the security of the communication and storage processes of
blockchain. Moreover, quantum random number generators
can generate high-quality random numbers to enhance the
randomness and hence the security of blockchains.

(b) Post-Quantum Security: While QKD provides long-term
security grounded in quantum physics, it faces deployment
challenges in large-scale 6G environments. In parallel, PQC
offers algorithmic alternatives to RSA and ECC, designed
to resist attacks from quantum computers [267, 268, 269].
However, PQC still relies on hardness assumptions and does
not offer unconditional security. To mitigate future risks,
hybrid architectures combining PQC and QKD are gaining
attention [271, 272]. Moreover, the field faces a pressing
challenge: designing a coordinated migration path from current
public-key systems to quantum-safe alternatives [276, 277].
Given the long operational lifespans and interdependencies of
telecom and critical infrastructure, migration strategies must
be risk-aware and flexible. The concept of crypto-agilitythe
ability to replace cryptographic algorithms without redesigning
entire systemsis therefore essential [277, 278].

(c) Physical Layer Security: PLS has already been intensively
studied, but there are still many challenges, from fundamental
theory to practical implementation and application in emerging
technologies, to be addressed before it becomes a widely
adopted security mechanism in 5G, 6G and beyond. It is
essential to address the design of robust PLS techniques for
challenging channel conditions such as imperfect or partial
CSI, Eve’s better channel than the legitimate one, simple
environment like line-of-sight (LOS) scenarios where channel
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characteristics between TR and TE links can be very similar.
A holistic stack of PLS techniques to protect a large variety of
devices in heterogeneous communication systems in 5G and
6G against mixed attacks are crucial. Currently, the primary
focus of research is on particular networks or individual sce-
narios against limited combination of attacks such as passive
and active eavesdropping, and DoS. Integration between PLS
and classic cryptography to provide comprehensive security
protection cross different network layers. Practical application
and deployment of PLS in emerging technologies and use
cases need to be explored before implementing them in real-
world scenarios. Other research directions are the joint design
of communication systems to achieve a good balance between
security, reliability, throughput, and latency etc., synergizing
security and other Quality-of-Services (QoS) such as en-
ergy efficiency and service availability. leveraging Al and
ML to enhance PLS, and realizing practical Al-based PLS
solutions for real-world networks to address potential new
threats introduced by Al, context-aware intelligent Al-based
PLS solutions, standardization of PLS to make it a mandatory
or core feature set within major mainstream communication
standards.

(d) Federated Learning-based Privacy Securing Tech-
niques: While HE provides strong theoretical security, its
high computational overhead poses practical challenges in
ultra-low-latency scenarios and computationally constrained
devices common in 6G deployments [371, 372]. In SMPC,
the intensive communication overhead limits scalability, par-
ticularly when managing large-scale FL deployments common
in 6G ecosystems [373]. DP faces challenges such as privacy
degradation over multiple training iterations, necessitating
techniques like privacy amplification and subsampling to main-
tain efficacy [178, 179, 374]. The protection of FedKD against
sophisticated inference attacks is limited by the complexity
of the global model and knowledge transfer accuracy [164].
TEE implementations face limitations regarding scalability and
memory constraints.

VII. CONCLUSIONS

This paper presents a systematic survey of potential security
and privacy attacks in future 6G networks, by focusing on the
threat surfaces in each of the 6G enabling technologies, and
mapping them to countermeasures based on a few key tech-
nologies whose principles and functionalities are described.
Several hundred papers are summarized, categorized and ex-
plained, which will be a beneficial resource for researchers
in this field to explore and inspire further development of
security and privacy ensuring procedures in 6G networks.
Moreover, this survey includes both peer-reviewed research
and publications from standardization bodies, which produces
a well-rounded and robust resource for researchers who are
seeking to gain both theoretical and practical insights into se-
curity and privacy aspects of future communication networks.
The discussion on open research problems involving these
security and privacy solutions helps give a perspective on the
attack surfaces across different technologies and the gaps that
remain unbridged to handle these threats, for future research
prospects.
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